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Dr. MARIE JOHNSON Dr. MARIA ZEENA JOHNSON
B.E., MBA,, M.Phil., Ph.D. B.E., MBA., M.Phil., Ph.D

President Pro Chancellor

The foundation of Sathyabama Institute of Science and Technology is laid on the
essence of academic pursuit and excellence. Excellence in any work can be achieved with
utmost dedication, hard work, and perseverance. In the endeavour of fulfilling the dreams
of our founder Chancellor and visionary Col.Dr.Jeppiaar , Sathyabama Institute of Science
and Technology is dedicated to its responsibility and added several achievements and
accolades to its 30 years of existence and for its excellence in creating a society that is
humane, inclusive and beneficial to all. Research and development forms the backbone of
our curriculum at Sathyabama Institute of Science and Technology. The staff and students
are engaged in various innovative research activities. Every school of our Institute
organizes conferences and seminars frequently on contemporary and relevant topics in
order to facilitate research in those areas which will lead to necessary metamorphosis in
the academia as well.

The School of Law, right from its inception, has been active in research and has
setup an ambient academic environment for its students. With the commitment of highly
qualified and efficient staff, the school endeavors vigorously to make a mark in the field of
research and development. The One day National Conference on Cyber Space and Cyber
Laws organized by the School of Law provide a platform for academicians - teachers,
students, research scholars, and industry personnel to discuss on contemporary issues in
Cyber Space.

We wish the conference all the very best and urge all participants to brainstorm on
the various thrust areas of the conference. We also wish all of you a happy stay in our
campus and look forward to your participation in various academic events in the campus.



Ms. Sharmu Rajan

Deputy Superintendent of Police (U/T)
Kanchipuram District

MESSAGE

Dr. Dilshad Shaik
Dean,School of Law
Sathyabama Institute of Science and Technology

Dear Madam,

1 am happy to learn that the School of Law, Sathyabama Institute of Science and
Technology is conducting a one day National Conference on “Cyber Space and Cyber
Laws” on 16" November 2018. In present times, internet though offers great benefit to
the society , also present opportunities for crime using new and highly sophisticated
technology. Due to the massive spread of internet, rapid development of information
technology and telecommunications, emails and social networking sites have become the
preferred means of communication,in turn cyber crimes are on the rise and it is regarded
as a biggest threat to national security leading to the evolution of new forms of
transnational crimes more than terrorism. The need of the hour is to achieve perfection in
all spheres including law making, enforcement, educating the users in order to protect the
personal and sensitive data at the earliest, to avoid the increasing level of victimisation in
cyberspace.

In this context, it gets more significant for the School of Law, Sathyabama Institute of
Science and Technology to have the opinions of the experts on various aspects of
cyberspace with deliberation by participants and to bring out a paper that will certainly be
of much help for the betterment of the human kind.

I wish the conference and the School of Law, Sathyabama Institute of Science and
Technology a grand success in bringing out an appropriate solution in the form of
suggestions to the international community as a token of contribution for the safety and

With regards, /

(Sharmu.R)

prosperity in the cyberspace.
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LEGAL PERSPECTIVE OF UNAUTHORIZED ACCESS IN INDIA-A REVIEW
Dr. Dilshad Shaik,

Professor & Dean, School of Law,

Sathyabama Institute of Science & Technology, Chennai, Tamil Nadu.

&

Ms. V. R. Uma,

Assistant Professor in Law,

Dr. Ambedkar Government Law College, Puducherry

Introduction:

During the last few years the use of computers has grown exponentially. Financial
networks, communication systems, power stations, modern automobiles and appliances all
depend on computers; and these computers can record withdrawals, deposits, purchases, and
telephone calls, usage of electricity, medical treatments, and driving patterns. It is therefore not
surprising that computer technology is involved in a growing number of crimes. These are
generally taken to include theft of computer services, unauthorized access to protected
computers, software piracy alteration and theft of electronically stored information, extortion
committed with the assistance of computers, obtaining unauthorized access to records from
banks, credit card issuers or customer reporting agencies, traffic in stolen passwords and
transmission of destructive viruses or commands. Computer crimes are now a matter of
growing concern. Traditional barriers to crime faced by criminals are being obliterated by
digital technologies. In a digital world, there are no states or international borders and customs
agents do not exist. The information flow effortlessly around the globe, rendering the
traditional concept of distance meaningless and the information technology is a double edge
sword, which can be used for destructive as well as constructive work. Technology is bringing us
many new creative possibilities on the one hand, while introducing new and silent dangers on
the other.

In the past, the culprit had to be physically present to commit a crime. Now the cyber
crimes can be committed from anywhere in the world as bits are transmitted over wires, or by
radio waves or over satellite. Similarly, in the past, companies protected their secrets and bank
funds in locked file cabinets and vaults in buildings surrounded by electronic fences and armed
guards. Now this information is located in one computer service that is connected to thousands
of other computers round the world. Anyone of these networks or even a phone line into a
company’s main computer is a transnational invitation to crime. Crime control requires some
system to be in place which ensures that rule violators are identified, apprehended and

sanctioned. A criminal using technology can commit thousands of crimes fast and with little
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effort. Since much of the conduct involved in committing the crime occurs in an electronic
environment, the “physical evidence, if any is evanescent and volatile; and cyber criminals,
unlike their real world counterparts can enjoy ideal anonymity. Cyber criminals never have to
enter the jurisdiction of the victim-state to commit their crimes. The security is indispensable
to E-commerce. Authentication, integrity and confidentiality are the three issues associated
with electronic communications. Hacking' is a common type of cyber crime committed across
the world. Computer hackers may affect the commercial web sites or e-mail system thus
paralyzing the electronic business.

HACKING AND CRACKING

Most people would consider a hacker someone who illegally “hacks” into a computer network
or system and most likely does something to cause havoc. In the programming community, the
person described above would most likely be referred to as a “cracker”. Among programmers
and computer people, a hacker is a member of an elite group of extremely talented computer
programmers. Cracking is using hacking skills for nefarious or illegal purposes. Cracker is the
common term used to describe a malicious hacker. Crackers get into all kinds of mischief,
including breaking or “cracking” copy protection on software programs, breaking into system
and causing harm, changing data, or stealing. Hackers regard crackers as a less educated group
of individuals that cannot truly create their own work, and simply steal other people’s work to
cause mischief, or for personal gain. The motivating factors of intruders have shifted from
years, but unsurprisingly one thing remains the same the criminal mind takes the path of least
resistance. Hacking is so serious that any sensitive data one holds could be lost.

Hacking and cracking are amongst the gravest cyber crimes known till date. It is a dreadful
feeling to know that a stranger has broken into one’s computer systems without one’s
knowledge and comments and has trespassed with precious confidential and data information.
No computer system in the world is hacking proof. It is unanimously agreed that every system
in the world can be hacked. Using one’s own programming abilities, as also various programs
with malicious intent to gain unauthorized access to a computer or network are very serious
crimes. Hacking” has been defined as deliberately gaining unauthorized access to an information
system. Hackers being the delinquent users put computer system out of action, block accesses to
information network resources, damage important computer information and programs by

using information system and network imperfections and viruses as well. Hacking® often

' A hacker is a person who breaks in or trespasses a computer system. Hackers enjoy exploiting details of
programmable system.

* The oxford English dictionary (1998) defines hacker as “a person who or thing that hacks or cuts roughly” or
“a person whose uses computers for a hobby especially to gain unauthorized access to data”.

* Computer hackers may access a computer in order to steal financial information such as credit card access
numbers; steal personal information (identity theft); harass (swatting); vandalize; gain access to other
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involves more than just unauthorized access to a computer. The cost and inconvenience
involved in a hacking incident can be substantial. The handiwork of some hackers as they are
known in the computer industry has had disastrous results. No nation is safe from hackers. With
the increasing use of computer networks by commercial and military organizations, the
potential of hacking was realized by criminals and it became the basis for almost all types of
cyber crimes'.

Hacking related provisions under Indian penal code

Firstly, critically analyze the offence of hacking in terms of Indian Penal Code. The
provision, which comes close to describing hacking, is criminal trespass. But to prove criminal
trespass under section 441 of the Indian Penal Code, the ingredients of unauthorized entry into
or upon property against the will of the person in possession and/or lawfully obtained entry but
wrongfully remaining thereon must be satisfied. In applying the section to hacking on the
Internet, the prime question that needs to be answered is as to whether website is a property.
For this it is imperative to consider the computer or the virtual area of the net as a property. In
order to do this we must consider the common jargon used to describe the world of Internet
including site, home page, visiting a site and traveling on the super highway are just a few
examples. Thus, as trespass actions are grounded in the idea of protecting the owners control
over real property, there is no inherent reason as to why the owners control over a websites
could not be considered as species of property subject to trespass. It is for this reason that
hacking is made a crime specifically punishable under Section 66 (2) of the Information
Technology Act, 2000 providing for an imprisonment up to 3 years or with fine up to Rs. 2 lacks
or with both.

The next question of importance, which arises for consideration, is when a hacker has
no intention to commit any further crimes after having trespassed into the property of other.
The question is whether such hacking can be said to constitute intimidation or annoyance. The
answer to the question is in the affirmative as any person unauthorized entering into one’s
property causes annoyance and may result into intimidation. The offence of hacking, if
committed with an intention of committing further offences, a parallel for such offences can be
drawn from the offences of theft, fraud, mis-appropriation, forgery, nuisance etc. If a person
gains unauthorized access to the Property (website/documents) of another, breaching
confidentiality of electronic documents, the same is punishable under Indian penal code.
Secondly, unauthorized access to commit internet fraud is a form of white-collar crime whose
growth is as rapid and diverse as the growth of the Internet itself. In fact, the diversity of areas

in which the Internet is being used to defraud people and organization is astonishing.

computers; launch computer attacks; or place malicious software (malware).These are the prevailing crimes
committed on the internet.
' Bonger W.A. “Criminality and economic conditions” Indiana university press, p.7
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Information Technology Act:

India made a modest beginning in responding to cyber crimes by prescribing civil and
criminal liabilities for certain activities in cyber space in the Information Technology Act, 2000".
The borderless cyber-world has created grey areas where existing Information Technology Act,
2000 and Information Technology (amendment) Act, 2008 are open to differing interpretations
in the virtual world. It does not deal with crimes in particular. According to section 66 of the
Information Technology Act, 2000” “whoever with the Intent to cause or knowing that he is
likely to cause wrongful loss or damage to the public or any person destroys or deletes or alters
any information residing in a computer resource or diminishes its value or utility or affects it
injuriously by any means, commits hacking”. This definition is not only broad but also vague.
How one can prove that data has been diminished or affected injuriously if one don’t delete or
alter any data, just take a peep at it.

The focus of the Information Technology Act was however recognition of electronic
records and facilitation of e-commerce. Barely ten sections were incorporated in the
Information Technology Act to deal with cyber crimes®. At the time when the Information
Technology Act was passed several acts deemed to be illegal in most jurisdictions including
virus attacks, data theft, illegal access to data/ accessing and removal of data without the
consent of the owner, etc., were listed as civil penalties under the Information Technology
Act*,2000.

Offence of hacking only if with dishonest or fraudulent intention

Now, the hacking’ of computer is covered under section 66 Information Technology Act
only if it is done dishonestly or fraudulently as defined under the Indian Penal Code. If it is not
done dishonestly or fraudulently, it would be covered under Section 43 which is civil in nature.
Thus, the moment one commits hacking, he would be either criminally liable or face civil

liability.

' The Information Technology Act, 2000 has been enacted in pursuance to the General Assembly of United
Nations resolution n A/RES/51/162, dated the 30th January 1997.

?India is the 12 nation in the world that has cyber legislation apart from countries like the US, Singapore,
France, Malaysia and Japan.

*The phrase “cyber crime” is not defined in any enactment in India. This to some extent leads to some
confusion whilst enforcing the various provisions spread over the special and general laws, as more fully set
out in the Article;

* Section 43 of the IT Act;

® Hacker is a term used to the programming community mean ‘a clever programmer’ and by others, it means
‘some one who tries to break into computer systems’ programmers who use their skills to cause trouble, crash
machines, release computer viruses, steal credit card numbers, make free long distance calls (the phone
system is so much like a computer system that it is a common target for computer criminals), remove copy
protection, and distribute pirated software. This is leading to more confusion. Hackers in the original sense of
the term, however, look down on these sorts of activities. Hackers generally deplore cracking.
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The Information Technology Amendment Act, 2008 requires the use of “reasonable
security practices and procedures,” which it defines as practices and procedures designed to
protect sensitive personal information from unauthorized access, damage, use, modification,
disclosure or impairment. What constitutes “reasonable security practices and procedures” may
be specified in an agreement between the parties or in an applicable law. In the absence of an
agreement or law, reasonable security practices may be prescribed by the Central Government.
Although this provides little clarity in describing the practices and procedures required, it
stresses the need for companies to take a comprehensive and systematic approach to data
protection (at least with respect to sensitive personal data).

Section 66 of the Information Technology Act, 2000 under the heading “Hacking” which
was misleading was criticized for its ambiguity and for the possibility of abuse. Section 66 of
Information Technology Act 2000 defines ‘Hacking with Computer System™

Prior to its amendment, the Information Technology Act, 2000 focused more on
individual hackers than on systematic data protection. The pre-amendment IT Act imposed
liability on any “person” who (among other things) accesses or extracts data from a computer
or network without the owner’s permission, damages the data or programs stored on a
computer, or denies authorized access to a computer. There is also difficulty felt in
interpretation of certain terms under the definition. for instance section 66 of The Information
Technology Act, 2000 used the words ‘destroys’ or ‘deletes’ or ‘alters’ ant information and in the
case if some hackers intrudes into the systems for ‘fun’ their intention is not to commit any
crime. In this instance they just gain access to the system and nothing else.

The language of the Section 66 has now been substituted by new language. Information
Technology Amendment Act, 2008 has redefined the term “hacking” as understood by the
industry and given it a legal meaning of its own. [Equivalent to cracking] The amendment also
takes a broader view of the IT landscape in India by recognizing that corporations and other
intermediaries also bear some responsibility in ensuring data in their possession is secure.
Failure to do so create a private right of action in the individuals whose sensitive personal
information is compromised.

Perhaps one of the more important consequences of the Information Technology
Amendment Act, 2008 is that it introduces the concept of personal data into Indian law. The
original IT Act punished unauthorized extraction of or damage to data, but it did not explicitly

target personal data. The Information Technology Amendment Act, 2008 however, requires

' “Whoever with the intent to cause or knowing that he is likely to cause wrongful loss or damage to the

public or any person, destroys or deletes or alters any information residing in a computer resource or
diminishes its value or utility or affects it injuriously by any means, commits hacking. Whoever commits
hacking shall be punished with imprisonment up to three years, or with fine which may extend up to two
lakh rupees, or with both.”
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companies to maintain the security of “sensitive personal data,” thus recognizing that certain
data deserves a higher level of protection.
Merger of Section 66 with Section 43

Where human-centric terminology is used for crimes relying on natural language skills
and innate gullibility, definitions have to be modified to ensure that fraudulent behavior
remains liable no matter how it is committed. One of such attempt is the merging of section 66
and section 43 of Information Technology Act. The simplification measure has been to merge
the offences under Section 66 with contraventions under Section 43. Accordingly, a set of
deviations have been listed in Section 43 and these have been made subject to civil remedies
under Section 43 and criminal prosecution under Section 66.

The intent of the legislature in enacting this section is to expand the degree of
protection afforded to individuals, businesses, and governmental agencies from tampering,
interference, damage, and unauthorized access to lawfully created computer data and computer
systems. The proliferation of computer technology has resulted in a concomitant proliferation
of computer crime and other forms of unauthorized access to computers, computer systems,
and computer data.

Protection of the integrity of all types and forms of lawfully created computers,
computer systems, and computer data is vital to the protection of the privacy of individuals as
well as to the well-being of financial institutions, business concerns, governmental agencies,
and others within the state that lawfully utilize those computers, computer systems, and data.
The commonly known crime called hacking has now been entrenched in our law under section
66 of the Information Technology Act which makes any unlawful access and interception of data
a criminal offence. This also applies to unauthorized interference with data as contained in
section 43.

Now section 66 has to be under stood as follows
a) If any person, dishonestly or fraudulently, without permission of the owner or of any
other person who is in charge of a computer resource

i.  Accesses or secures access to such computer resource;

ii.  Downloads, copies or extracts any data, computer data base or information
from such computer resource including information or data held or stored in
any removable storage medium;

ili.  Denies or causes the denial of access to any person authorized to access any
computer resource; he shall be punishable with imprisonment up to one year
or a fine which may extend up to two lacs or with both;

b) If any person, dishonestly or fraudulently, without permission of the owner or of any
other person who is in charge of a computer resource introduces or causes to be

introduced any computer contaminant or computer virus into any computer resource;
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Disrupts or causes disruption or impairment of electronic resource;
Charges the services availed of by a person to the account of another person by
tampering with or manipulating any computer resource;

c. Provides any assistance to any person to facilitate access to a computer
resource in contravention of the provisions of this Act, rules or regulations
made there under;

d. Damages or causes to be damaged any computer resource, date, computer
database, or other programmes residing in such computer resource; he shall be
punishable with imprisonment up to two years or a fine which may extend up
to five lacs or with both;

If anyone secures access to any computer without the permission of the owner shall be
liable to pay damages of one crore rupees under Information Technology Act.

The saving grace of the Information Technology Act were the amendments carried out
to the IPC and Evidence Act, which to some extent provided for prosecution of rampant offences
like the Nigerian Scams’, phishing and other Banking frauds. According to the principle of
legality, a criminal law provision may not be given a more extensive area of application than its
wording permits. Legal measures to prevent and deter criminal behavior must be clear, at the
same time as the introduction of Information Technology in almost every sector of daily life
calls for a minimalist approach in order to avoid two different sets of rules and regulations
depending on whether a transaction is supported by Information Technology or executed in the
traditional environment. Since one of the main functions of the criminal law is to determine
which human conducts are regarded as crimes, and given that the advance of society might
bring new harmful conducts, the list of conducts prohibited and punished by the legislator
through the criminal law is neither fixed nor unchanged forever. The first schedule of the
Information Technology Act, 2000 has made certain amendments to the Indian Penal Code.

The definition of electronic records contained in s.2 (1) (t) in the Information
Technology Act has also been added as a definition under the Indian Penal Code. All the
provisions of the Indian Penal Code, relating to "documents" have been substituted with the
term "document or electronic record". The result is that anyone using forged electronic record
or certificates is punishable under the IPC for offences related to false evidences and
certificates. A number of amendments have been made to sections 29, 167, 172, 192, 463, 464 and
the like. The key amendment relates to the widening of term document to include electronic

records. Section 464 now recognizes the concept of digital signature.

! Such scams are more rampant since 2007, where emails claiming to give out winnings in lotteries; winnings
for selected email ids etc., and asking for deposits and payments for customs clearance etc.,
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Indian Evidence Act:

The Indian Evidence Act, prior to its being amended by the Information Technology
Act, 2000, mainly dealt with evidence, which was in oral or documentary form. Nothing was
there to point out about the admissibility, nature and evidentiary value of a conversation or
statement recorded in an electromagnetic device. The provisions of modern statutes provide
electronic data with the same status as documented evidence. Section 4 of the Information
Technology Act, 2000, provides for the legal recognition of electronic records. Similarly section
65A and 65B of The Indian Evidence Act 1872 provides for special provisions as to evidence
relating to electronic record and admissibility of electronic records respectively and includes
recognition of digital signatures as electronic evidence.

CONCLUSION:

The broad reach of the internet, which connects millions of people worldwide, presents
a number of unique challenges to law enforcement to fight against hacking. Technologically
sophisticate criminals can exploit the internet’s speed and distributed nature to commit
hacking and wreak havoc without regard to geographic and jurisdictional boundaries. A single
preparatory is able to anonymously take advantage of millions of vulnerable computer
neophytes with relative case. Law enforcement’s dilemma is further complicated by the rate at
which technological innovations evolve.

Hacking is a new unconventional crime, the emerging legal landscape in relation to
cyberspace is not very easy to see and thus to understand the changes. Law codes throughout
the world have proved ineffective in curbing the expanding domain of hacking behavior and
have a need to re-look and assess the sufficiency of enactment of laws. Law enforcement is
bound by physical national boundaries, while hackers are working as combine forces swiftly
across borders. Global economic recession has opened another door for cyber attackers to
continue their illegal activities and cause potential damage to the world at large making
scenario worst Hacking remains much of activities black box for both lawmakers and those
vulnerable to cyber attacks.

It is necessary to “look beyond the surface of law” to recognize “so much that is hidden
from view” Deterring and punishing hackers requires a legal structure that will support
detection and prosecution of offenders yet the laws defining computer offences, and the legal
tools needed to investigate criminals using the Internet, often lag behind social and
technological changes, creating legal challenges to law enforcement agencies. But the problem
with investigating international cyber crimes and capturing criminals on the Internet is not
necessarily due to lack of cooperation among international law enforcement bodies. The issue
has much more to do with the fact that the legal systems throughout the world vary greatly and

take a very long time to change. These two facts make it extremely difficult for law enforcement
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to cooperate, investigate, capture, and ultimately prosecute the cyber criminals who access

unauthorized today.
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Introduction

The growth of the information society is accompanied by new and serious threats. When
internet was invented, inventors did not think for its bad behaviour. However, the criminal
mentality of human psychology started its misuse by using internet as a tool of crime, which
gave the birth to “cyber-crime” and world is facing a huge challenge from these cyber
criminals.! People are very reliant on information systems and the internet making them easy
targets for cyber criminals.” The number of internet users has grown exponentially over the last
twenty years. Cyber-crimes have become rampant in the city.’ Cyber-crime is a major issue
facing society today. With the advent of technology, cyber-crime and victimization of women
are on the high and it poses as a major threat to the security of a person as a whole.* The cyber-
crime is the crime, which occurs in the cyber space. In cyber-crime computer is used as a tool, a
target, as incidental, and as associate. Cyber-crime also known as computer crime can be
defined as criminal activity directly related to the illegal use of computer and a network, for
unauthorized access or theft of stored or on-line data that can be used for several criminal
activities against a victim.” Voyeurism is also a cyber crime which punishes a person secretly
watches and observes another person or their intimate areas, with lewd and lascivious intent,
when that person is in their dwelling, structure, or another location that affords a reasonable
expectation of privacy. The crime of voyeurism is considered a misdemeanour. This paper is

organized like this. First part of the paper deals with category of cyber crimes committed

' Harvey, D “Cyber stalking and Internet Harassment: What the Law can Do” available on:
http://www.netsafe.org.nz/Doc_Library/netsafepapers_davidharvey_cyb erstalking.pdf, visited on 12-3-2018
*Halder, D & Jaishankar , K “The problem of cyber bullying amongst school students in India: The loopholes
in IT Act” available on http://www.careerlauncher.com/Istcontent/plansuppliments/attachment
s/40/64/Cyber%20bullying%20amongst%20school%20students%20in% 20India.pdf, visited on 12-3-2018

* Halder, D & Jaishankar, K (2008) “Cyber Crimes against Women in India: Problems, Perspectives and
Solutions” TMC Academic Journal Volume 3, Issue 1, June 2008 available on
http://www.tmc.edu.sg/pdf_files/acadjournal/TMC%20Academic%20Jo urnal%20-%20June%2008%20-
%20full%20issue.pdf, visited on 12-3-2018

* Agarwal, R “Cyber Crime Against Women and Regulations in India” available on
http://tmu.ac.in/gallery/viewpointsdcip2013/pdf/track4/T-403.pdf, visited on 12-3-2018

® Mirani, S., Pannu, P. & Malhotra, C.(2014). Empowering Women through ICT’s: Cyber Campaigns on Violence
Against Women in India. Indian Journal of Public Administration, IX (3), 679-695
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against women, part two will throw some light on how voyeurism breaches the privacy of
women, part three deals with international legal regimes on voyeurism, fourth part will analyze
the Indian legal regime on voyeurism it also highlights effective mechanisms for combating
voyeurism and finally ends with conclusion.

Cyber crimes are broadly divided into following categories:

e Cyber-crimes committed against persons include various crimes like transmission of
obscene messages, harassment of any one with the use of a computer such as e-mail,
cyber-bullying and cyber-stalking,. !

e Cyber-crimes against organization or all forms of property. These crimes include illegal
and unauthorized computer trespassing, and transmission of important and critical
information outside the organization which can lead to a great loss to the organization.

e  Cyber-crimes against Government which includes cyber terrorism.

Among the three categories the cyber crimes against women are in increase as per NCRB

report. Following section will focuses on cyber crimes committed against women in detail.

1. Cyber Crimes committed against Women

The expanding reach of computers and the internet has made it easier for people to keep in
touch across long distances. However, the means that enable the free flow of information and
ideas over long distances also give rise to a worryingly high incidence of irresponsible
behaviour. The vulnerability and safety of women is one of the biggest concerns of any criminal
and penal law, but unfortunately women are still defenceless in cyber space.” Cyber- crime
against women is on at alarming stage and it may pose as a major threat to the security of a
person as a whole.? The World Wide Web allows users to circulate content in the form of text,
images, videos and sounds. The widespread circulation of such content is particularly harmful
for women. In recent years, there have been numerous reports of women receiving unsolicited
emails which often contain obscene and obnoxious language. India is considered as one of the
very few countries to enact Information Technology Act ( IT Act) 2000 to combat cyber-

crimes.*This Act widely covers the commercial and economic crimes unfortunately certain

! Duggal, P “Cybercrime” available on http://cyberlaws.net/cyberindia/cybercrime.html, visited on 12-3-2018
?Halder, D & Jaishankar, K (2008) “Cyber Crimes against Women in India: Problems, Perspectives and
Solutions” TMC Academic Journal Volume 3, Issue 1, June 2008 available on
http://www.tmc.edu.sg/pdf_files/acadjournal/TMC%20Academic%20Jo urnal%20-%20June%2008%20-
%20full%20issue.pdf, visited on 12-3-2018

*Jeet, S (2012) “Cyber crimes against women in India: Information Technology Act, 2000” Elixir International
Journal Elixir Criminal Law 47 (2012) 8891-8895 available on
http://www.elixirpublishers.com/articles/1351168842_47%20(2012)%20 8891-8895.pdf, visited on 12-3-2018

* Sarup, K.(2015). Violence Against Women and Role of Media. Retrieved from:
WWW.SCO0p.co.nz/stories/W00501/500113.htm , visited on 12-3-2018
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recent issues like voyeurism still remain untouched in this Act. Social Networking and other
websites are created and updated for many useful purposes, but they are nowadays also be used
to circulate offensive contents also. Individuals who post personal information about
themselves on job and marriage websites or social networking websites are often at the
receiving end of ‘cyber- crime’. 'Women and minors who post their contact details become
especially vulnerable. Amongst the various cyber-crimes committed against individuals and
society at large, crimes that are specifically targeting women are as cyber-stalking, harassment
via e-mails, cyber bullying, morphing,e-mail spoofing, cyber defamation and voyeurism.
1.1 Cyber Stalking

Cyber Stalking is one of the most widespread net crimes in the modern world. The word
“stalking” means "pursuing stealthily." Cyber stalking can be used interchangeably with online
harassment and online abuse. It is the use of the Internet or other electronic means to stalk or
harass a person.? The utilization of technology allows stalkers to harass their target from oceans
away. It involves invading the privacy by following a person's movements across the Internet by
posting messages on the bulletin boards, entering the chat-rooms frequented by the victim,
constantly bombarding the victim with messages and emails with obscene language. While
Cyber Stalking affects both men and women, women are disproportionately targets, especially
of age group of 16-35, who are stalked by men. It is believed that Over 75% of the victims are
female. More than one million women and 370,000 men are stalked annually in the United
States. An astonishing one in twelve women and one in forty-five men will be stalked in their
lifetimes.’ In Cyber Stalking, stalker access the victim’s personal information like name, family
background, telephone numbers and daily routine of the victim and post them on the websites
related to dating services with the name of victim.
1.1.1 Ritu Kohli Case

The perfectly normal married life of Ritu Kohli, New Delhi turned upside down, when she
started receiving a number of emails from an unknown source. Initially she ignored the mails.
Stalkers used obscene and obnoxious language and post her residence telephone number and
other personal details on various websites, inviting people to chat with her on the phone. As a
result, she started receiving numerous obscene calls at odd hours from everywhere, and then
she got alarmed. Distraught, Kohli lodged a police complaint. Fortunately Delhi police
immediately sprang into action. They traced down the IP address (Internet Protocol address) of

the hacker to a cyber cafe. The cyber stalker- Manish Kathuria, later got arrested by the Delhi

! Prof. R.K.Chaubey (2012), “An Introduction to Cyber Crime and Cyber law”, Kamal Law House

? Chakrabart, K.(2013). Gender Justice and Social Media Networking in India: New Frontiers in Connectedness.
The Asian Conference on Media and Mass Communication: Official Conference Proceedings

3

Moore, A(2009) '"Cyber-stalking and Women - Facts and Statistics" available on
http://womensissues.about.com/od/violenceagainstwomen/a/Cyberstalki ngFS.htm, visited on 13-3-2018

12



International Journal of Law, Education, Social and Sports Studies (IJLESS)
Volume: 5, S2,2018 (November)

ISSN: 2455-0418 (Print), 2394-9724 (online) _, ,
http://www.ijless.kypublications.com/ T

Em"/’"‘\ﬂ

police and was booked under sec 509 of the IPC (Indian Penal Code) for outraging the modesty of
a woman and also under the IT Act (Information Technology Act) of 2000. The case highlighted
here is the first case of cyber stalking to be reported in India.
1.1.2 Another Case

In another case of Cyber Stalking that comes in the notice, a 28 year old woman, Neha Ghai
was shocked after she received objectionable calls and text messages on her mobile phones and
even vulgar e-mails in her inbox. When she approached the cyber cell and lodged a complaint
against the accused, she came to know that she has become a victim of cyber stalking and the
stalker had collected all her personal details posted on objectionable portals. Cyber stalking
nowadays become a serious issue and victims should immediately inform the police. The Police
can trace the accused by tracking the IP (internet protocol) address of the system that is used
for the criminal activity.
1.2 Harassment Via Email

There is no doubt that email has become one of the most heavily used electronic tools of the
last decade. Many people, send and receive in around 100 emails every. Harassment on the
Internet can take place in a number of ways. One form may include Harassment through e-mails
includes blackmailing, threatening, bullying, constant sending of love letters in anonymous
names or regular sending of embarrassing mails to one’s mail box. Indian Penal Code, Criminal
Procedure Code and select sections of IT Act deal with the protection from cyber-crime. In
general they are used to book the perpetrators along with the IPC' for printing or publishing
grossly indecent or scurrilous matter or matter intended to blackmail, according to IPC? for
uttering any word or making any gesture intended to insult the modesty of a woman.
1.3 Cyber Bullying

Today, people all over the world have the capability to communicate with each other with
just a click of a button and technology opens up new risks. Cyber bullying is the use of
Information Communications Technology (ICT), particularly mobile phones and the internet,
deliberately to upset someone else. Cyber bullying is “wilful and repeated harm inflicted
through the use of computers, cell phones or other electronic devices, by sending messages of
an intimidating or threatening nature.”Globally, India is third behind China and Singapore in
cyber bullying or called online bullying. Cases of suicides linked to cyber bullying have grown
over the past decade. Bullying classmates, juniors or even seniors in the school is a common
culture among the young school students in India. Social networking sites used in nearly half of
cases. Girls are about twice as likely asboys to be victims. With 24 female cases were reported

compared with 17 males, reveals that the victims are more often female. India is third on the list

! Section 292 A of Indian Penal Code 1860
% Section 509 of Indian Penal Code 1860
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behind China and Singapore in the cases of cyber-crime according to a report, highlighting the
need to take actions and increase education about online behaviour.

1.4 Cyber Bullying New-Age Threat

Harini (name changed), a 12 year old girl when put up her profile picture on a social networking
site, she did not know that she would soon face serious physical threat. When she finally told
her parents about the happening, they were shocked that a person living in the neighbourhood
had been bullying her and threatening to misuse her personal information and photos if she
told anyone. After certain visits to the cyber-crime police station, they somehow managed to
get rid of the threat. However, Harini’s parents are still not sure how to make their daughter
overcome the fear and regain her self-esteem.’

1.5 Morphing

Morphing is editing the original picture by an unauthorized user. When unauthorized user with
fake identity downloads victim’s pictures and then uploads or reloads them after editing is
known as morphing. It was observed that female’s pictures are downloaded from websites by
fake users and again re- posted/uploaded on different websites by creating fake profiles after
editing them.? This amounts to violation of I.T. Act, 2000 and the violator can also be booked
under IPC also for criminal trespass® committing public nuisance,* for printing or publishing
grossly indecent or scurrilous matter® or matter intended to blackmail and for defamation.®

1.6 E-mail Spoofing

A spoofed e-mail may be said to be one, which misrepresents its origin [Legal India]. It shows its
origin to be different from its actual source. E-mail spoofing is a popular way of scamming
online E-mail spoofing is a term used to describe fraudulent email activity in which the sender’s
address and other parts of the email header are altered to appear as though the email originated
from a known or authorized source. By changing certain properties of the email, such as its
header, from, return-path and reply- to fields etc., hostile users can make the email appear to be

from someone other than the actual sender. Email spoofing is possible because the main

'Basu, S. (2013) “Stalking the Stranger in Web2.0: A Contemporary Regulatory Analysis,” EJLT, 2. Available at:
www.ejlt.org/article/viewArticle/142/236, accessed on 12-3-2018

*Cyber Violence against Women and Girls: A World-wide Wake-up Call a Report by the UN Broadband
Commission for Digital Development Working Group on Broadband and Gender (2015). Available at:
www.unwomen.org/~/media/headquarters/
attachments/sections/library/publications/2015/cyber_violence_gender%20report.pdf?v=1&d=20150924T154
259, accessed on 12-3-2018

? Section 441 of Indian Penal Code 1860

* Section 290 of Indian Penal Code1860

> Section 292A of Indian Penal Code1860

¢ Section 501 of Indian Penal Code1860
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protocol used in sending e-mail i.e. Simple Mail Transfer Protocol (SMTP), does not allow an
authentication mechanism. Email spoof can cause monetary damage also.

1.7 Cyber Defamation

Cyber tort including libel and defamation is another common crime against women in the net.
Although this can happen to both genders, but women are more vulnerable. This occurs when
defamation takes place with the help of computers and/or the Internet when someone
publishes defamatory matter about someone on a website or sends e-mails containing
defamatory information to all of that person's friends. The term defamation is used to define
the injury that is caused to the reputation of a person in the eyes of a third person Cyber
defamation is publishing of defamatory material against another person with the help of
computers or internet. You build a great brand over 20 years and all it takes is 2 days to destroy
it, on the Net.! Unfortunately cyber defamation is not defined by the IT Act 2000 and it is treated
by the criminal justice system under the same provisions of publication of obscene materials in
the internet. With the exponential increase in the use of the internet as a medium of
communication and sharing of information, chances of use of the web for publication of
defamatory content has increased multi-fold and there is a coherent need for a clear law in this
area.

1.7.1 Cyber Defamation Case

Abhishek, a teenaged student was arrested by the police in India following a girl’s complaint
about tarnishing her image in the social networking. Abhishek had allegedly created a fake
account in the name of the girl with her mobile number posted on the profile.

1.7.2 Laws against Cyber Defamation

In India According to IT Act 2000, “any person who sends, by means of a computer resource or
any communication device any offensive information, shall be punishable with imprisonment
for a term which may extend to three years and with fine. The offence of cyber defamation is
well explained® in the IPC by mentioning punishment with simple imprisonment that can be
extended up to two years or with fine or with both.

2. Voyeurism

In Digital world, voyeurs use hidden cameras, binoculars, telescopes, zoom lenses, cell phones,
and other enhanced surveillance devices to do the same. Sometimes, they record their
observations digitally and share such recordings with others over the Internet. There are two
ways to define voyeurism as behaviour and as a sexual disorder. As per National Crime Records
Bureau (MH), there were 838 cases were registered of Voyeurism. There were 6266 cases of

stalking, registered under Section 354B of L.P.C.

! Ibid.,

? Section 67 of Information Technology Act 2000
* Section 500 of Indian Penal Code 1872
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Oxford Dictionary defines a voyeur is “a person who derives sexual gratification from the
covert observation of others as they undress or engage in sexual activities.” In this context, the
behaviour is concerned with three things: the surreptitious nature of the observations; the
private and intimate nature of what is observed; and sexual gratification. Voyeuristic behaviour
may extend not only to the making of the voyeuristic images, but may include distribution of
voyeuristic visual representations to others.

A second way to consider voyeurism is as symptomatic of a sexual disorder. A sub-group of the
persons who engage in voyeuristic behaviour suffers from this sexual disorder. According to the
American Psychiatric Association's Diagnostic and Statistical Manual of Mental Disorders
defines ‘Voyeurism is viewing some form of nudity or sexual activity, accompanied by sexual
arousal. To be classified as a sexual disorder, or a paraphilia, voyeurism must be characterized
by observing unsuspecting individuals, usually strangers, who are naked or engaging in sexual
activity, for the purpose of seeking sexual excitement.”

The voyeur usually does not seek any contact with the victim. The perpetrator may masturbate
during the act of voyeurism or, more commonly, afterwards in response to the memory of what
he or she observed.” The diagnostic criteria for voyeurism are:

e recurrent, intense sexually arousing fantasies, sexual urges or behaviours involving

voyeuristic activity, and

e the fantasies, sexual urges, or behaviours cause clinically significant distress or

impairment in social, occupational, or other important areas of functioning.
Many individuals include voyeuristic fantasy or behaviour in a repertoire of sexual fantasies. It
is only when these fantasies become a focus for an extended period of time (six months or more)
and cause distress or impairment in one's life that this would be diagnosable as a paraphilia.
Most voyeurs engage in at least one other sexually deviant behaviour, usually exhibitionism or
non-consensual sexual touching or rubbing. There is also evidence that voyeurism occurs at an
early stage along a continuum of sexual disorders that may become progressively more coercive
and invasive. Approximately 20% of voyeurs have committed sexual assault or rape.
3. Voyeurism - International Response

Voyeurism is a criminal offence in many jurisdictions across the world such as
Australia, the United States, Canada, and the UK, which criminalise the capturing of either

certain images, or observation of individuals, or both.

'Meg S. Kaplan and Richard B. Krueger, "Voyeurism: Psychopathology and Theory" in Sexual Deviance: Theory,
Assessment and Treatment (New York: The Guilford Press, 1997), pp. 297-310, at p. 297.
’R. Karl Hanson and Andrew J.R. Harris, "Voyeurism: Assessment and Treatment" in Sexual Deviance: Theory,
Assessment and Treatment (New York: The Guilford Press, 1997), pp. 311- 331, at p. 315.

16



International Journal of Law, Education, Social and Sports Studies (I]LESS)
Volume: 5, S2,2018 (November)

ISSN: 2455-0418 (Print), 2394-9724 (online)
http://www.ijless.kypublications.com/

3.1 The Beijing Platform for Action (BPfA) - 1995

In 1995 the Beijing Platform for Action (BPfA) called explicitly on governments to ‘take effective
measures or institute such measures (emphasis mine), including appropriate legislation against
pornography and the project of violence against women and children in the media’ (UN, 1995,
p-102). The BPfA called on both the media and advertising industries to:

« Establish, consistent with freedom of expression, professional guidelines and codes of conduct
that address violent, degrading or pornographic materials concerning women in the media,
including advertising

« Disseminate information aimed at eliminating spousal and child abuse and all forms of
violence against women, including domestic violence.

At the national level, laws regarding violence against women and girls in countries such as
Mexico, Brazil, Argentina, Spain and India list specific actions related to media industries.
However, while the BPfA listed the actions, which would achieve gender equality and stop
gender-based violence, there is no single formal policy on gender and communication in most
countries in the world.

3.2 U.S.A Legal Regime of Voyeurism

The criminal voyeurism statute of some states cover "a place where [one] would have a
reasonable expectation of privacy", meaning:

(i) A place where a reasonable person would believe that he or she could disrobe in privacy,
without being concerned that his or her undressing was being photographed or filmed by
another; or

(ii) A place where one may reasonably expect to be safe from casual or hostile intrusion or
surveillance.

Given the similarity to voyeurism, a jury might find that placing a hidden camera in a certain
location may amount to the torts of outrage or negligent infliction of emotional distress. In New
York, a law prohibiting unlawful surveillance has addressed video voyeurism. A person is guilty
of unlawful surveillance in the second-degree offense, a class E felony punishable by a term of
up to 1 - to 4 years in State prison, if he or she:

(i) for no legitimate purpose, uses or installs an imaging device to surreptiously view or record
another person in a bedroom, bathroom, changing room, or other specified room; or

(ii) for sexual arousal or gratification, permits, uses or installs an imaging device to
surreptiously view a person dressing or undressing when the person has a reasonable
expectation of privacy; or

(iii) uses or installs an imaging device to surreptiously view under the clothing of a person -
commonly known as - upskirting,- or (iv) for amusement, entertainment, or profit, or to abuse

or degrade the victim, permits, uses, or installs an imaging device to surreptiously record
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another person dressing or undressing when the person has a reasonable expectation of
privacy.

A person is guilty of the dissemination of an unlawful surveillance image in the first-degree, a
Class E Felony punishable up to 1 - to 4 years in State prison, if he or she:

(i) publishes or sells an image that was unlawfully obtained; or

(ii) disseminates an image he or she unlawfully obtained; or

(iii) commits the first degree offence and has prior conviction of the first or second degree
offences.

The federal Video Voyeurism Protection Act of 2004 makes it a federal crime to secretly capture
images of people on federal property in situations in which they have the expectation of
privacy.

3.3 Canadian Perspective on Voyeurism

In a number of Canadian cases, court has considered it relevant that persons convicted of
crimes involving sexual and non-sexual violence have had a behavioural history, which included
voyeurism.' Moreover, studies have shown that men commit most sex crimes and women and
children are usually the victims.?

Another characteristic of voyeurism as aparaphiliais a high frequency of deviant
acts per individual. For example, in one study of 411 men, 13% (62 men) admitted to being
voyeurs and self-reported 29,090 voyeuristic acts against 26,648 victims.’? Studies suggest that
voyeurs justify their behavior with rationalizations or cognitive distortions, convincing
themselves, for example, that their actions do not cause any harm or that the victim actually
wanted to be observed. As with other sexual disorders, voyeurs characteristically have little

empathy for the victim and have an impaired capacity for emotional or sexual intimacy. The

!See R. v. Dickinson, [1984] 0.J. No. 100 (Ont. C.A.); R. v. Wilson, [1996] A.J. No. 731 (Alta. C.A.); R. v. Deforge, [1986]
B.CJ. No. 648 (B.C.C.A.); Voyeurism was found by the court to be part of a blend of sexual disorders suffered by
an accused in a successful dangerous offender application brought for sexual offences in R. v. Johnson, [1997]
0.J. No. 2535 (Ont. C.]. (Gen. Div.)); Prior voyeuristic behaviour was accepted by the court as part of an agreed
statement of facts relevant to sentencing in R. v. A.D.R., [1991] N.J. No. 154 (Nfld. S.C.); R. v. A.B.C., [1991] A.].
No. 1118 (Alta. C. A.) (In the latter case the court found that the voyeurism was opportunistic rather than
planned); in R. v. Currie, [1997] 2 S.C.R. 260 the Supreme Court of Canada restored a finding that the offender
was a dangerous offender. In doing so, the court accepted the evidence of the Crown expert as well as that
part of the defence expert's testimony which established "the profound nature of the respondent's sexual
problems" which included (in addition to a record of sexual offences) an "impulsive personality disorder and
a polymorphous sexual deviation" that "includes voyeurism, heterosexual pedophilia and hebephilia and
impulsive sexual aggressiveness."

“R. v. Osolin, (1993), 86 C.C.C. (3d) 481 (S.C.C.), at p. 521

*Abel, G.G., and J.L. Rouleau, "The Nature and Extent of Sexual Assault," in W.L. Marshall, D. and R. Laws, and
H. E. Barbaree (eds.), Handbook of Sexual Assault: Issues, Theories and Treatment of the Offender (New York: Plenum
Press, 1990), pp. 9-21, at p. 15.
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risk factors for recidivism are similar to those that pertain to other sex offenders. Voyeurism as
a sexual disorder manifests early in life (the average age is 15), is chronic, and tends to last a
lifetime, unless treated.
3.4 Indian Legal Regime on Voyeurism

In India, the capturing, distribution and transferring of images of ‘private areas’ of a
person’s body, under circumstances where the person would have a reasonable expectation of
privacy that their body would not be exposed to public view, is punishable with imprisonment
which may extend to three years or with fine not exceeding two lakh rupees, or with both.
However, this does not cover instances where a person observes another in places and
situations where they do not consent to being observed. The inclusion of voyeurism as an
offence in the IPC would close several loopholes in the voyeurism law and hopefully be a
precedent for the state to better work towards securing the bodily privacy of its citizens.
The Indian Penal Code, which deals with voyeurism as - “Whoever watches, or captures the
image of, a woman engaging in a private act in circumstances where she would usually have the
expectation of not being observed either by the perpetrator or by any other person at the
behest of the perpetrator shall be punished on first conviction with imprisonment of either
description for a term which shall not be less than one year, but which may extend to three
years, and shall also be liable to fine, and be punished on a second or subsequent conviction,
with imprisonment of either description for a term which shall not be less than three years, but
which may extend to seven years, and shall also be liable to fine.”
Explanation - 1 For the purposes of this section, “private act” includes an act carried out in a
place which, in the circumstances, would reasonably be expected to provide privacy, and where
the victim's genitals, buttocks or breasts are exposed or covered only in underwear; or the
victim is using a lavatory; or the person is doing a sexual act that is not of a kind ordinarily done
in public.
Explanation - 2 Where the victim consents to the capture of images or any act, but not to their
dissemination to third persons and where such image or act is disseminated, such dissemination
shall be considered an offence under this section.”
The provision seeks to protect victims of voyeurism, who have been watched, or recorded,
without their consent and under circumstances where the victim could reasonably expect
privacy, and where the victim’s genitals, buttocks or breasts have been exposed. A reasonable
expectation of privacy means that in the circumstances, whether in a public or a private place,
the victim has a reasonable expectation that she is not being observed engaging in private acts
such as disrobing or sexual acts. The test of reasonable expectation of privacy can be derived

from similar provisions in voyeurism from the Information Technology Act.”It is particularly

! Section 345 AD of IPC 1860
? section 66E of Information Technology Act 2000 (amended 2008)
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important because voyeurism does not necessarily take place in private places like the victims
home, but also in public spaces where there is generally an expectation that exposed parts of
one’s body are not viewed by anyone.

The amendment to the Indian Evidence Act'reads, “In a prosecution for an offence under
section 354, section 354A, section 354B, section 354C, sub-section (1) or sub-section (2) of section
376, section 376A, section 376B, section 376C, section 376D or section 376E of the Indian Penal
Code or for attempt to commit any such offence, where the question of consent is in issue,
evidence of the character of the victim or of such person’s previous sexual experience with any
person shall not be relevant on the issue of such consent or the quality of consent.” *According
to the above provision, in a trial for sexual assault or rape the evidence supplied of a victim’s
previous sexual experience or her ‘character’ would not be admissible as relevant evidence to
determine the fact of the consent or the quality of the consent.

Electronic Voyeurism

Video Voyeurism is one of the most portentous of the crime that confront us today. Security in
the cyber world is one of the most sensitive issues in the gamut of cyber laws. As the internet
rapidly enters the home of the common man, through computers, television, cell phones, and so
on, it emerges that violation of privacy is not a threat to dot coms and experts, but also the
internet community at large. While in many other countries, there are now a variety of statutes
to deal with voyeuristic conduct in place that seeks to protect these inviolable rights, India is
not legging behind to check this new form of felony due to the advancement in the technology,
the legislature introduced Section 66E vide the Information Technology Amendment Act, 2008
which came into force on 27 October, 2009. The Section 66E IT Act, 2008 recognizes the right to
protect the human body from unreasonable and obscene intrusion by surreptitious video
technology and adequately protects the individual privacy from the crime of video voyeurism
which destroys personal privacy and dignity by secretly videotaping or photographing
unsuspecting individuals.

4. Critical Analysis of Indian Law on Voyeurism - Where are we failing!

A ‘voyeur’ is generally defined as "a person who derives sexual gratification from the covert
observation of others as they undress or engage in sexual activities." Voyeurism is the act of a
person who, usually for sexual gratification, observes, captures or distributes the images of
another person without their consent or knowledge. With the development in video and image
capturing technologies, observation of individuals engaged in private acts in both public and
private places, through surreptitious means, has become both easier and more common.

Cameras or viewing holes may be placed in changing rooms or public toilets, which are public

! Section 53A of Indian Evidence Act 1872
* A similar proviso is added to Section 376 of the Indian Evidence Act 1872
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spaces where individuals generally expect a reasonable degree of privacy, and where their body
may be exposed. Voyeurism is an act, which blatantly defies reasonable expectations of privacy
that individuals have about their bodies, such as controlling its exposure to others. Voyeurism is
an offence to both the privacy as well as the dignity of a person, by infringing upon the right of
individuals to control the exposure of their bodies without their consent or knowledge, either
through unwarranted observation of the individual, or through distribution of images or videos
against the wishes or without the knowledge of the victim.

The Indian Evidence Act is the legislation, which governs the admissibility of evidence in the
different courts. In cases of rape or sexual assault and related crimes, the evidence of consent
often considered is not just that of the consent of the woman in the act at that time itself, but
rather her previous sexual experience and “promiscuous character”. Even though it has been
widely censured by the highest court, such practices continue to dominate and prejudice the
justice of victims of sexual assault and harassment. The examination of the victim’s sexual
history in court is an unwarranted intrusion into their privacy through public disclosure of the
sexual history and details of her sexual life, which causes potential embarrassment and sexual
stereotyping of the victim, especially in a conservative, patriarchal society like in India. With
the new amendments, such evidence will not be permitted in a court of law, hence, it will act as
a safeguards against defendants attempting to influence the court's decision through
disparaging the ‘character’ of the victim, and will protect the disclosure of intimate, personal
details like previous sexual encounters of the victim.

4,1 Case Law on Voyeurism

Maninder Kaur & Anr vs State of Punjab & Ors- 2015'

In such matters the constitutional court is predominantly pre- occupied only with the life and
liberty of the citizen and the safeguards afforded by law against inimical parties smarting from
what their progeny did, in their perception, to shame them and then to restrain them from
taking law unto their own hands. Marriage is not central to the exercise of this jurisdiction or of
its legality. It is only about protection of innocent couples tied willingly together by consent and
to afford them affirmative action by Court against threat to their lives, which has to be
protected even if the enormity of the threat perception is churlish, or an imaginary one, which
is very hard for the Court to decide. The Court must still intervene without trying to be a
peeping Tom or a voyeur in private affairs as it is certainly not the final arbiter of how hearts
work in private space. Therefore, a direction must go in favour of the petitioner by a Court
issued by a "Save our Souls" message sanctioned and enforceable at law. Vishal Kushwah vs.
State of Madhya Pradesh’

'https://indiankanoon.org/doc/25979201/, visited on 12-3-2018
* https://indiankanoon.org/docfragment/160426822/?formInput=voyeurism, , visited on 12-3-2018
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The applicant is in custody since 10.7.2015. Investigation is over by filing of charge sheet. The
offence of voyeurism punishable u/S. 354 C of I.P.C is alleged. The offence is the first offence of
its kind against the applicant, therefore the 1.P.C prescribes maximum penalty of three years,
and therefore offence is bailable and triable by Magistrate. The trial is not likely to conclude in
the near future and that prolonged pre- trial detention being an anathema to the concept of
liberty and the material placed on record does not disclose the applicant fleeing from justice
and since the investigation is over and looking to the gravity of offence the applicant is entitled
for bail.

State of Uttarakhand vs Ajam — 2017.! There is a disfigurement to the body of acid attacks
victim. It reduces the chances of getting married and public employment. The cases pertaining
to sexual harassment, stalking, voyeurism and acid burning are adjudicated within three
months. Further, the Court gave a direction that cases registered under Sections 326A, 326B,
354B, 354C, 254D of 1.P.C should conclude the trial within three months, and in case it is not
possible to conclude the trial within three months, the Trial Court shall record cogent and
sufficient reasons. The Trial Court shall show due sensitivity in the matters pertaining to the
acid attacks.

The Delhi District Court by awarding the accused with a year’s simple imprisonment along with
a fine of ten thousand rupees. A point of interest was the characterisation of the offence of
voyeurism under Section 354C of the Indian Penal Code in terms of privacy, in the latter part of
the judgment. Authored by Justice Susheel Bala Dagar, the portion in question reads:

“Voyeurism is a ridiculous form of enjoyment for men but a mental torture for women. Men who indulge in
such enjoyment do not seem to realize that they are infringing on the fundamental right to privacy of her
body of the woman. Due to such offenders the women do not feel safe inside such places where she would
usually expect not to be observed.”

Vattappara vs Sri.T.A.Unnikrishnan’

The accused was having an illicit connection with one of his relatives. The defacto complainant,
his wife resisted that relationship. Accused has committed the offence of voyeurism. He used to
take obscene photographs of the private parts of his wife on mobile phone. Petitioner is the
accused (husband of the defacto complainant ) in the Crime and the same was registered in
Vattappara Police Station registered for offences punishable under Section 323, 354 (2) and 506
(i) of LP.C. and Section 66 of the Information Technology (Amendment Act) 2009.

Conclusion

The growth of cyber-crime in India, as all over the world, is on the rise. Anybody who uses the
Internet is at risk for becoming a victim of cyber-crime. Cyber space offers a plethora of

! https://indiankanoon.org/docfragment/160426822/?formInput=voyeurism, , visited on 12-3-2018
*Bail Appl..No. 7230 of 2015, Accessed from the web site:
https://indiankanoon.org/docfragment/160426822/?formInput=voyeurism, , visited on 12-3-2018
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opportunities for cyber criminals either to cause harm to innocent people. From the above
discussion, it was observed that there is no specific provision to protect security of women and
children, however there are few provisions to cover some of the crimes against women in cyber
space. In order to avoid the cyber-crime we should not engage in conversation with people we
do not know. People on the other end of the computer may not be who they claim to be. We
must keep our passwords protected and do not keep sensitive material on the computer as the
hacker can access that. If anything seems out of place or wrong, contact law enforcement
immediately. Indian women netizens are still not open to immediately report the cyber abuse or
cyber-crime. This nature provides the offenders the chance to escape after the commission of
cyber-crime. The problem would be solved only when the victimized woman then and there
report back or even warn the abuser about taking strong actions. With the recent debates on
women’s safety, several crucial privacy and security issues have been raised, such as the
criminalization of voyeurism and stalking, which is a huge boost for privacy rights of women in
India, and it is hopeful that the government will continue the trend of considering privacy
issues along when addressing security concerns for the state.Finally, the offence of voyeurism is
not intended to capture the activities of persons who simply consume voyeuristic images. A
person who produces voyeuristic images for personal use could be charged under the voyeurism
scheme. Similarly, a person who receives voyeuristic images and then sends those images to
others would be subject to prosecution, along with the original producer and distributor of the
material. However, a person who is sent voyeuristic images and views or records them for his or
her own use would not meet the actus reus of "views or records." It is also noted that the terms
“privacy” and “video voyeurism” has still not been defined under the amended Information
Technology Act, 2008. Thus, it can be concluded that the sending of an MMS capturing the
private area of any person thereby violating of his privacy under the parameters detailed under
the IT Act.'It is suggested that it is high time to brought voyeurism within the ambit of IT Act by
way of prescribing penalty and punished with imprisonment for a term three years or with fine,
which may extent to two lakh rupees, or with both.

! Section 66E of the IT Amended Act, 2008
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L. Introduction
Cyber space is a borderless environment or virtual location beyond territorial boundaries and
national sovereignties within which electronic activities takes place surpassing geographical
limitations. Commercial activities, communication and transactions on Internet thus goes
beyond territorial limits of a nation raising questions about a state’s jurisdiction as well as
sovereignty. As in real world, in the virtual world too there are properties, ownerships and all
kinds of human transactions and communications which invite the necessity of a code of
conduct. But a law without power of enforcement is meaningless. One of the main challenges
affecting enforcement of laws and regulations in cyber space is absence of effective statutory
provisions. In India, this code of conduct for cyber space transactions are codified as the
Information Technology Act, 2000 which was further amended in the year 2008 hereinafter
called as IT Act. The IT Act amended some of the provisions of our existing laws i.e. Indian Penal
Code, 1860; the Indian Evidence Act, 1872; the Bankers Book Evidence Act, 1891 and the Reserve
Bank of India Act, 1934 mainly to facilitate e-commerce. The provisions of IPC which are
amended by the IT act facilitates registration of some cyber crimes under IPC too.
Crime is generally defined as an intentional act or omission in violation of a criminal law,
committed without any ground of defence or justification. Similar is also the conceptual
understanding of the term cyber crime. CED [Organisation for Economic Co-operation and
Development] defines cyber crime as any illegal , unethical or unauthorised behaviour involving
automatic processing and transmission of data. A simple definition of cyber crime would be
‘unlawful acts wherein the computer is either a tool or a target or both’. Traditional crimes
such as theft, fraud, forgery, defamation, mischief, etc., become cyber crimes when the offences
are committed with the help of computer, internet or its enabled services. But the conviction
rate of cyber crimes in India is very poor. Existing legal framework of India even fails to define
the term cyber crime. Many forms of cyber wrongs are not even expressly criminalised or dealt
with under the existing law - the Indian Information Technology Act of 2000. In certain other

cases law cannot be enforced properly due to the technical and other issues.

24



International Journal of Law, Education, Social and Sports Studies (I]LESS)
Volume: 5, S2,2018 (November)

ISSN: 2455-0418 (Print), 2394-9724 (online)
http://www.ijless.kypublications.com/

The enforcement of a law depends upon the awareness of laws among the subjects, the
efficiency of law enforcement agencies, the appreciation of laws by courts of law and the
remedies ensured by the laws towards accused and victims and the effect of the same in the
society as a whole. But in reality, the effective execution of the IT Act still remains a dream, as
the police officers, lawyers, prosecutors and Judges are not well capable to understand its highly
technical terminology. The knowledge of technology is necessary to understand the possible
misuse of technology and consequences in society. The law enforcement agencies as well as all
the stakeholders who want to protect their data from cyber threats have to be skilled in
technology to prevent cyber crimes. Moreover, the technology keeps changing day by day
which is inevitable. But is it possible to change laws in accordance with change in technology?
Ever since the internet became popular in India, laws in India has been developing through trial
and error and imitating the laws of other countries. Some major changes were brought to IT Act
in 2008 which made modifications in procedural and substantive provisions in the IT Act to
combat cyber crimes. But it still remains ambiguous and not clear.

There should be clear distinction between civil and criminal wrongs in cyber space. Mens rea or
guilty mind distinct between civil and criminal wrongs. The "act" and the "intention' of the
accused must be concurrent to constitute an occurrence of offence or a crime. Hence it is a
general rule that the crime is of two elements: (i) the criminal act or omission or actus reus; and
(ii) the mental element or mens rea. An act without guilty mind and a mere intention to commit
an act defined as a crime should not be punished. An "act" becomes an offence or a crime when
it is so defined by statutory enactment or common law. Section 66 read with section 43 of the IT
Act provides that there should be mens rea to constitute an offence. But the requirement of actus
reus is silent in the provisions under section 43(i) of the Act. According to Section 43(i), certain
actions such as destroying, deleting or altering information in a computer irrespective of
consequences and certain consequences such as diminishing the value or utility of information
in a computer irrespective of the action which contributed to it are punishable if committed
with mens rea. To be guilty of cyber crime in India, a person must act voluntarily and wilfully.
So the basic principle that an act will become an offence when both elements of crime such as
mens rea and actus reus is neglected in the provisions. Moreover, the judiciary is vested with
discretionary power to find there is any mens rea. So the courts have to be very cautious to take
cognizance under IT Act as it largely involves claims of fundamental rights of freedom of speech
and expression. In S Khushboo v. Kanniammal ', Supreme Court has held that in such cases, the
Magistrates should direct an investigation into the allegations before taking cognizance of the

offence alleged. If you think in the line of Shreya Singhal case?, shouldn’t these provisions too be

! S Khushboo v. Kanniammal , Criminal Appeal No. 913 of 2010 on 28 Apr., 2010(India).
? Shreya Singhal, Writ Petition (Criminal) No.167 Of 2012 decided on 24 Mar. 2015; See also Kartar Singh(1994)
3 SCC 569(India).
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held unconstitutional for being ambiguous? Shreya Singhal v. Union of India’ is the case in the
light of a series of arrests made under section 66A of the IT Act, 2000. In Shreya Singhal v. UOI, The
supreme court held Section 66A of the Act unconstitutional for the ambiguity in its provisions. If
that is the case, there are still provisions which are ambiguous in the statute as narrated above.
When an act is held punishable irrespective of consequences, how can it attribute criminal
intent to a person? The same way, shouldn’t an ordinary person be informed what all actions
are prohibited in clear terms? After all, every person is presumed to have some knowledge of
the law. The clarity in legal provisions is not only beneficial to the victims but also to the
accused too.

The anonymity and the borderless nature of cyber space make it more difficult to enforce the
law at global level too. The lack of international harmony on the cyber crime prosecutions are
clear challenges for the enforcement of cyber laws. In light of the above discussion, it is a need
of the time to develop regulatory measures to address cyber crimes and to strengthen cyber
laws in India. This article is divided into five parts: Part I, is the introduction. Part II is dealing
with challenges of cyber laws in light of international laws. Part III deals with challenges of
enforcement of Information Technology Act along with other substantive laws in India. Part IV
deals with challenges of enforcement with respect to procedural aspects of cyber laws in India.
Part V is dedicated for conclusion and suggestions.

II. Enforcement of Cyber laws and International Laws

Jurisdiction is an essential aspect for state sovereignty and effective judicial, legislative and
administrative system. But cyber space knows no boundaries or territorial limits. Since nations
assert authority on the basis of territorial nexus over individual, events and happenings
occurring within its jurisdiction, cyber crimes threatens such authority of the nations and
international principles of law. According to Section 1(2) and 75 of the IT Act, the Indian courts
have extra territorial jurisdiction to deal with cyber crimes, but not on civil matters. These
provisions have to be read along with the relevant provisions under the section 4 of IPC. It is
clear from section 75 of the IT Act that the provisions of the Act is applicable irrespective of
nationality of accused and that it is applicable to all offences related to computers.

Unlike India, other countries like USA and UK, the extra territoriality seems more difficult in
execution as the accused may subject to different laws under different State laws. In UK, section
4 and 5 of The Computer Misuse Act, 1990 provides that it is not necessary for the cyber crime to
be committed within the territory of United Kingdom so long as the offence is significantly
linked to the United Kingdom. So even a legal act within other jurisdiction can become cyber
crime in UK if the act is a crime in United Kingdom and it is significantly linked to it. The Police

and Justice Act, 2006 brought amendments to this Act and enhanced punishments under the Act

'1d.
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for committing the cybercrime. Exposing accused into a universal jurisdiction and assuming
jurisdiction based on mere availability of a website is doubtful in execution. The Indian courts
are of the view that a passive website, with no intention to specifically target audience outside
the state where the host of the website is located, cannot vest the forum court with
jurisdiction.!

On internet transactions there cannot be a single centralised agency to regulate all the
transactions. An international co-operation is necessary to curb cyber crimes effectively. There
should be sharing of information, technology, and assistance for prosecution of criminals in
transnational crimes. The IT Act itself is the product of following the UN Model of E-commerce.
The Budapest Convention on Cyber crimes , 2001 of which India is not a signatory is a relevant
international agreement on cybercrime and electronic evidence. In 2013, NATO Cooperative
Cyber Defence Centre of Excellence (NATO CCD COE), released a manual titled the Tallinn
Manual on the International Law Applicable to Cyber Warfare. Though we need regulations
against cyber warfare, it was widely considered as not suitable for India. In 2017, another
manual called Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations was
released relating to global cyber activities in peacetime. In 2011, Russia submitted to UN General
Assembly an International Code of Conduct for Information Security to develop norms of
behaviour in the digital space, and in revised form in 2015 by member states of the Shanghai
Cooperation Organization (SCO). This document is based on a basic principle that the rights of
an individual should be protected online and offline similarly. But the code of conduct
concerning privacy and other fundamental freedoms led to a cold reception of the said Code.
These international conventions and Codes are very much relevant for cyber security but are
not acceptable for all countries including India due to its non-inclusiveness. The fading
consensus on the existing international documents shows the need for more room for
negotiations through multilateral treaties. The international Cooperation can also be secured by
Bilateral Mutual Legal Assistance Treaties (MLAT). The cooperation of private sector and
government agencies for preventing cyber crimes and enhancing cyber security is also very
necessary. Such global initiatives only could develop an open, free, safe and secure cyber space.
Even if there is no clear consensus on cyber sovereignty of nations, as the cyber activities
cannot happen in a legal vacuum, the states should bear their responsibilities and enjoy rights
for a secure cyber space. An International Convention is the best solution for transnational
cyber crime challenges and it can be further strengthened by specific procedural arrangements

through bilateral mutual legal treaties.

! In Banyan Tree Holding (P) Limited vs A. Murali Krishna Reddy & Anr. on 23 Nov., 2009, the court held that
the mere accessibility of the defendant’s website in Delhi would not enable a court to exercise jurisdiction.
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I11. Information Technology Act and Substantive laws in India

Cyber crimes and cyber laws:

Crime is an act which invites punishment by law. In the virtual world, some acts though
contrary to morality and social order, may not be punishable by law as cyber crime is an
undefined term and also it is very difficult to have a code of conduct acceptable in the virtual
world beyond national jurisdictions. IT Act is not the only Act deals with cyber crimes. The
Indian Penal Code also has provisions for cyber crimes of which some are triggered by IT Act
and some are not. Section 81 of the Act deals with jurisdiction on the basis of subject matter. It
provides that the provisions of IT Act has an overriding effect on other statutes on the subject
contained therein. It also makes exception for the Patent Act and Copyright Act specifically.
According to the legal maxim “Generalia specialibus non derogant”, the general law is subjected to
special law. But it does not mean that the provisions of a general statute and special statute
cannot co-exist as long as they are not inconsistent to each other. In a very recent judgment, in
the light of Food Safety and Standards Act , the supreme court held that there is no bar for
prosecution under Penal Code merely because provisions in the FSS Act prescribe penalties.' If
that is the case, the prosecution under IPC and IT Act should co-exist too which is a regular
practice in India. But The Information Technology Act, 2000 has not defined the term ‘cyber
crime’. The Indian Penal Code has not even used the term cyber crime. Cyber crimes are New
Generation crimes such as Computer hacking, software piracy, internet paedophilia, industrial
espionage, password breaking, spoofing, telecommunication frauds, e-mail bombing, spamming,
pornography, availability of illicit or unlicensed products, Credit card frauds, cyber terrorism,
cyber laundering, criminal use of secure internet communications, etc. Even though IPC and IT
Act are applicable to address cyber crimes, some forms of cyber crimes are not specifically
addressed under either of the statutes. There is no specific provision for financial or banking
fraud in IT Act or IPC which is a very rampant crime all over the world. Now a days, internet and
social media facilitate cyber conspiracy to commit traditional crimes. Criminal conspiracy is
dealt under Sections 120-A and 120-B of Indian Penal Code (IPC). But there is no direct provision
on this point in IT Act. Moreover, hacking is a most common cyber crime which can range from
minor effect to very serious effect in the society is not even included in Chapter XI of the IT Act
which is a dedicated chapter for specifying penalty of cyber crimes. In India, there has been
found the number of cases of cyber crimes like cyber defamation, cyber stalking and cyber
harassment etc. but there is no specific definition under the Information Technology Act, 2000.
In comparison of offline attempt of defamation, online defamation is more vigorous and
effective. Quantitatively, the reach of a defaming comment is gigantic in online media and
hence would effect the reputation of the defamed person much more than would an ordinary

publication. Fraud profiles of celebrities and politicians on social media is a perfect example for

12018 (4) KHC 647 (SC)(India).
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this. Cyber defamation is covered under Section 499 of IPC read with Section 4 of the IT Act.
While Section 499 of IPC provides provision for defamation, Section 4 of IT Act gives legal
recognition to electronic records.

It is found that a number of these types of crimes are either not registered or are registered
under the existing provisions of Indian Penal Code, 1860 which are ineffective and do not cover
the said cyber crimes. But sometimes the IT Act overcomes its lacking by depending on other
statutes like IPC and other special statutes. For example, offence of the publication of obscene
matter under Section 67 is not satisfactory under IT Act. But it can be complemented when read
with section 292 of the Indian Penal Code, and provisions of The Indecent Representation of
Woman (Prohibition) Act, 1987. Sometimes internet facilitates to evade laws for lack of
enforcement machinery under the statutes. For example, Gambling is illegal in many countries.
In India, Section 3 of the Public Gambling Act, 1867 prohibits gambling. But people offer
gambling services on the Internet from countries where gambling is permitted and players from
countries where gambling is illegal play and bet. Relevant provisions of the IPC dealing with
cheating, criminal misappropriation or criminal breach of trust could be applied in cases of
online gambling. However, there is no direct law on this point. Internet is also being misused for
sale and purchase of illegal goods and services. This would include sale of narcotics, weapons
and wildlife, pirated software or music and distribution of data on private persons and
organizations etc. by information on websites, auction websites or simply by using email
communication. Online sale of illegal articles are governed by Section 8 of the Narcotic Drugs
and Psychotropic Substances Act, 1985 which prohibits sale or purchase of any narcotic drug or
psychotropic substance. Section 7 of the Arms Act, 1959 prohibits sale of any prohibited arms
and ammunition, whereas Section 9B of the Indian Explosive Act, 1884 makes sale of any
explosive an offence. Wild Life (Protection) Act, 1972 prohibits sale of banned animal products.
But when the crime is committed with the help of computer enabled services, there is no
specific provision under the IT Act. Cyber stalking is an electronic extension of stalking. It
involves repeated threats and harassment of a victim through e-mail, chat message or web
pages. Cyber stalking involves pursuit of a victim and its movements online by posting messages
on the bulletin boards frequented by the victim, entering the chat-rooms frequented by the
victim, constantly bombarding the victim with e-mails etc. Cyber bullying is another worse
crime which has no geographical boundaries. But these offences has not specifically addressed
under the IT Act. Stalking and criminal intimation, are generally dealt under IPC only. But the
consequence is that many offences which are bailable under IT Act may become non-bailable
when it combines with charges under IPC or other statutes. This has great impact in the society

as the freedom of an accused can be limited depends upon the nature of the crime.
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Cyber laws on Data Protection

The computers are nowadays most important source of preserving the personal as well as
official data and personal information. Any person, authorised or unauthorised, capable of
obtaining this data can make use or abuse of it. By way of amendment in 2008 Section 72A has
been introduced in IT Act to cover offences regarding disclosure of information in breach of
lawful contract by an intermediary. Section 72 A of the IT Act was the only resort in the absence
of data protection laws in India. Section 72A and also section 72 [which imposes similar
obligation on a person discharging his duty under law - such as a police officer] are the
corresponding criminal provision for the civil remedy available under section 43A of the Act. In
India, an institution dealing with data is subject to data protection provisions under section 43A
of the IT Act and the Information Technology (Reasonable Security Practices and procedures
and sensitive personal data or Information ) Rules, 2011.

When the data is proprietary, intellectual property laws come into play. Section 63 of the
Copyright Act, 1957 deals with the protection of proprietary data. In the case of software
protection, section 65 B of the Copyright Act and section 463 to 468 of IPC are there. But there is
no clear provisions for handling Intellectual property laws, domain name issues and related
concerns such as cyber squatting under IT Act. For curtailing the offences of cybersquatting and
phishing, generally the provisions of Trademark Act are also very relevant in addition to the
provisions under section 66D of the IT Act. In Yahoo! Inc. v. Akash Arora and another case,' the issue
of domain name is entitled to equal protection as trademark which is considered as the first case
where an Indian Court delivered its judgment relating to domain names. In Rediff
Communications ltd. V. Cyberbooth® case, the Yahoo judgment was once again reiterated. But the
issue is some use of data which are protected as fair use under Intellectual property laws can be
considered as an offence under IT Act. Though Section 81 of the IT Act clearly says that the
provisions of the Act will not affect the provisions under Copyright Act, it can still stir some
confusion as to application of laws.

The right of privacy is considered as a fundamental right of the individuals in almost all the
countries of the world. The availability of the data in the cyber space, through hacking or by
other means with capability to access, may cause the criminal infringement of privacy. It also
causes the infringement of the right of privacy enshrined in Article 21 of Constitution of India.
Section 28,29, 32 and 33 of the Aadhaar Act, 2016 and Sections 43A, 69A and 69B of the
Information Technology Act complement each other for the protection of sensitive information.
The Aadhaar Act, 2016, raised much hue and cry regarding privacy and protection of the
demographic and biometric information collected for the purpose of issuing the Aadhaar

number.

Yahoo! Inc. v. Akash Arora and another , 1999 IIAD Delhi 229, 78 (1999) DLT 285(India).
* Rediff Communications ltd. V. Cyberbooth , 1999 (4) Bom CR 278(India).

30



International Journal of Law, Education, Social and Sports Studies (IJLESS)
Volume: 5, S2,2018 (November)

ISSN: 2455-0418 (Print), 2394-9724 (online) _, ,
http://www.ijless. kypublications.com/ =

Em"/’n‘\.w.

Section 43A of the IT Act provides for Compensation for failure to protect data while
possessing, dealing or handling any sensitive personal data or information in a computer
resource by negligence in implementing and maintaining reasonable security practices and
procedures and any consequent wrongful loss or wrongful gain to any person. Rule 3 of the IT
Rules enlists personal information that would amount to Sensitive personal data or information
of a person and includes the biometric information. Even the Aadhaar Act states under section
30 that the biometric information collected shall be deemed as “sensitive personal data or
information”, which is similar to section 43A of the IT Act. Hence the data collected under
Aadhaar Act can be protected under IT Act and the agencies under UIDAI have to follow the
conditions as specified in Section 43A. Chapter VII of the Act provides for offences and penalties,
but does not talk about damages to the affected party. Section 37 provides that unauthorised
dissemination of information under the Act to unauthorised persons shall be punishable.
Section 38 to 41 prescribes penalty for offences under the Act related to data protection.
Aadhaar Act has provisions for penalty but no provisions for measures for security of data and
compensation. Rule 4 of IT Rules requires a body corporate to provide a privacy policy on their
website and Reasonable security practices and procedures. This has to be followed by agencies
under Aadhaar Act too. The prior consent rule is envisaged under Rule 5 of IT Rules. All these
privacy protection provisions are not mentioned and not practiced under Aadhaar Act. The
major purpose of Aadhaar is to facilitate the reach of subsidies to citizens of India. The Aadhaar
Act provides that the data collected can only be used for the purpose of the Act. So the agencies
under the Act have the responsibility not to share the data for any other purpose and to protect
or destroy the data after the accomplishment of purpose. The Ministry of Electronics &
Information Technology released a letter dated 04.05.2017 with a guideline to all Aadhaar user
agencies or departments regarding Dos and Don’ts in order to prevent violation of Aadhaar Act
and IT Act. It is therefore important that the bodies collecting, handling, sharing the personal
information and are governed by the Aadhaar Act, must adhere to section 43A and the IT Rules
2011. However, this situation leads to ambiguity regarding interpretation and implementation
of the Law. Hence there should be harmony of laws to make all the bodies under this Legislation
like the enrolling agencies, Registrars and the Requesting Entities accountable under the
Aadhaar Act and to protect privacy concerns. The constitutionality of Aadhaar was upheld by a
recent judgment of Supreme Court in Aadhaar Case,' and held that data must be vested with the
individuals all the time and consent of individuals is mandatory for collecting data and that the

mandatory linking of Aadhaar for obtaining services is unconstitutional. According to Justice

! Justice K.S. Puttaswamy (Retd.)And Another v. Union Of India And Others, Writ Petition (Civil) No. 494 Of
2012 decided on 26 Sept. 2018.
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D.Y. Chandrachud, the only dissenting judge, “Constitutional guarantees cannot be
compromised by vicissitudes of technology”. This has to be in the minds of law makers.

In India, Section 66 E is inserted in IT Act, 2000 after amendment in 2008 for providing
punishment for violation of privacy. This section applies to the violation of the bodily privacy of
any person by three stages i.e. capture, publication and transmission. In other words, Section
66E deals with privacy issues in a very restrictive sense as it covers privacy of private parts of a
person only while other states like USA and UK have specific legislations to deal with privacy
issues such as the Electronic Communication Privacy Act, 1986 and the Online Privacy
Protection Act, 2000 respectively. Now a new Data Protection Bill, 2018, has been introduced by
which the enforcement of laws for protection of data can be improved to a large extent in India
as it has implications on government and private players to protect data. The new Act is to
ensure autonomy of an individual on usage of personal data and to make obligations on agencies
dealing with such data to protect the same and for the establishment of a Data Protection
Authority. This Act is a major step towards protection of right to privacy of individuals. The
interplay of general and special laws in cyber space sometimes complements to the effective
enforcement of cyber laws but sometimes can put accused to a very disadvantaged situation.
This interplay of various cyber law provisions are evident in many case laws.! Regarding all
these crimes demand clear penal provisions under IT Act.

Civil and criminal liabilities

The amendment of the IT Act in 2008 brought many changes in criminal and civil liabilities
under the Act. For civil issues compensation limit has been removed from Section 43 which was
only one crore rupees under IT Act, 2000. Section 43 comprehensively covers various forms of
cyber civil wrongs including hacking, data theft, data destruction, etc. Further section 43A
specifically deals with sensitive personal information and imposes civil liability upon person or
institution who breach such privacy. In addition, section 45 imposes civil liability for wrongs
that do not get covered under other express provisions of law.

Intermediary today is also expected to discharge legal obligations so as to ensure from his side
contribution towards regulation of cyber wrongs on cyber space. After the amendment in 2008,
the definition of intermediary has been modified and now intermediaries are made more
responsible and liable towards their acts. The newly added sections 69A and 69B are very
stringent towards intermediaries casting on them obligations to assist in effective
implementation of the law. On the other hand, Section 67C requires intermediaries to preserve
and retain certain records for a stated period. Section 69A has been introduced to enable

blocking of websites by the central government. Section 69B provides powers to central

! See Ramesh Rajagopal v. Devi Polymers (P) Ltd, (2016) 6 SCC 310; Deepak Omprakash Gupta v. State of
Maharashtra, 2016 SCC Online Bom 3514; Hanumanthappa v. CBI, (2016) 2 AIR Kant R 627, Adv. R.
Mahalakshmi v. Commissioner of Police, Greater Chennai, Egmore, 2016 SCC Online Mad 4905, etc.
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government to collect traffic data from any computer resource. But clearly these powers under
section 69A and 69B are vested with the central government and can very well be misused.
Moreover the onus of taking precautions is on the intermediaries as per the new provisions
though the actual power is vested in the government agencies. Vicarious Liability is generally
not applicable to criminal laws except where there is a conspiracy or common intention to
commit the crime. But the IT Act followed the provisions in Negotiable Instruments Act 1881 to
impose vicarious liability on companies and its officers for the offence committed by such
companies or its employees by virtue of section 85 of the IT Act. This provision can be abused
too since for the individual crimes like hacking without awareness of the employers, they can be
still be booked under the crime which may have great impact on the reputation and profits of
the company. The provision as such in NI Act is not suitable for cases of cyber crimes because
while NI Act deals with debt owed by companies itself while IT Act deals with individual crimes
whether instigated by the company or not. So without sufficient proof, any charge simple based
on suspicion is a clear violation of legislative intention.

IV. Cyber Laws and Procedural laws in India

After the amendment in 2008, almost all penal provisions in the IT Act made offences cognizable
but bailable. 1t also provides that cybercrimes can be investigated by inspectors. Another
important power that is entertained by investigation agencies is the surveillance power which
has a great implication on the fundamental right to privacy of an individual. Provisions from
Criminal procedure code applies to the investigation, inquiry and trial of cyber crimes as well in
addition to the IT Act.

Unlike USA, there is no specific enactment on surveillance in India other than some of the
general provisions in Indian Telegraph Act for surveillance in the telecommunication networks.
Monitoring Powers of the Government are given under Sections 69, 69A and 69 B of the IT Act.
Section 70 of the IT Act deals with critical information infrastructure and sections 70A and 70 B
of the Act deal with Nodal Agencies such as CERT-IN. Section 69 gives the central government
the power to intercept and monitor any information through computer systems in national
interest, permitting it to monitor any potentially cognizable offence. This will give government
endless power to "intercept or monitor any information through any computer resource".
Unauthorized interceptions could soon become common. This is bound to infringe civil liberties
like right to privacy or right to anonymous communication with legitimate purposes.

The IT Act, 2000 has provided punishment for various cyber offences ranging from three to ten
years. These are non-bailable offences where the accused is not entitled to bail as a matter of
right. The amendments to the IT Act have reduced the quantum of punishment. Government
has actually relaxed the laws governing some most common cyber offences which were non-
bailable offences previously. Since the majority of cyber crime offences defined under the

amended IT Act are punishable with three years, (except-cyber terrorism, child pornography
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and violation of privacy), they shall be bailable unless otherwise provided for repeated
offenders. So the chance for deletion of evidence by the accused on bail is very high, which will
pose a great challenge to law enforcement agencies.

The major challenge faced by law enforcement agencies with respect to cyber crime are in the
investigation, collection of evidence, production of evidence before court of law and prevention
of crime. The investigation of cyber crimes is very difficult compared to traditional crimes as
the culprit can be anonymous hiding in cyber space and it is very easy to delete the evidence
from the computer source. But technically it is not easy to completely remove all evidence from
a computer. With the help of cyber forensic experts, the deleted materials can be recovered.
Computer forensics is the science and technology of finding evidences from computer systems
and it involves the process of methodically examining computer system for evidence. It is
technically a process for recognition, collection, preservation, analysis and presentation of
cyber evidence. But the main problem is victims are reluctant to report crimes or sometime
report after much delay which affects the proper investigation negatively. The difficulty in
investigation of the cyber crime, the procedural complexity and lack of interest shows by police
officers to attend complaints may be some of the reasons for this. The traditional way of search
and seizure is difficult in cyber crimes as it may extend to other jurisdictions across the world.
Section 80 of the IT Act deals with provisions for search and seizure under IT Act. Section 80 (3)
of IT Act provides that the provision of the Criminal Procedure Code, 1973 shall be applicable,
subject to the specific provisions as to any entry, search or arrest, made under this section.
Regarding transnational crimes, the government should take initiative to enter into bilateral
treaties to make effective the provisions under section 105 of CrPC for reciprocal arrangements.

Time and expertise are necessary to collect evidence in cyber crimes. The collection of physical
evidence such as hardware components which contains data involves search and seizure
procedures. The collection of logical evidence can be through search and extract relevant data
from internet, or other data base. The provisions under CrPC for registration of crime(154),
power of investigation(Section 156) are applicable in cyber crimes too. But the investigating
officer who is not below the rank of an inspector has to have some computer knowledge for the
purpose. But the non-exposure and lack of training of Inspector level police officers to tackle
cyber crimes, their detection, investigation and prosecution can be a big challenge.

The power of search, seizure and other restraints in the case of cyber crime matters are clearly
violations of individual liberty and privacy. So there should be distinct provisions for
considering right to privacy in civil matters and criminal matters. In the case of companies, the
publication of any data confidential may cause huge loss to the company. So the procedural
aspects of this area is to be given more consideration. The provisions regarding arrest without
warrant(Section 41) and all the fundamental and statutory rights of an arrestee in the case of

arrest have to be followed. The power of police officers for search and seizure emanates from
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sections 165 and s. 100 of Code of Criminal Procedure. If the search is made in the contravention
of provisions contained in the section 100 and section 165, Code of Criminal Procedure, the
search will be illegal in the eye of law even if the offence committed is a grave offence.
Otherwise the evidence collected by such illegal search and seizure will not be valid. Hence the
provisions of CrPC have to be followed unless specifically provided otherwise by the IT Act. The
collected evidence has to be filed before the court along with other reports required under
section 173 Cr.P.C.

The task of collection of evidence and its presentation before court of law is a very important
aspect of criminal trial. The prompt discovery, safe custody and presentation of evidence in
appropriate and acceptable form is challenge in the matters of cyber crimes. The cyber criminal
are far more technologically equipped to operate into the devices of computer and related
storage and communication equipments. It is imperative on the law enforcing agencies to act
promptly to seize the computer evidences as the images, audio, text and other data on these
media are easily destroyable or alterable .

Evidence in simple words may be defined as an act or material or anything which is necessary
to prove a particular fact. In India, the law of evidence is mainly contained in the Indian
Evidence Act, 1872. In a civil case, the fact may be proved by a mere preponderance of evidence,
while in a criminal case the prosecution must prove the charge beyond reasonable doubt. The
principles of the laws of evidence by and large are the same both for civil and criminal trials, but
the way of application is different. In civil cases, both has to prove their cases by placing their
evidence before the court and try to prove their cases. If a party fails to prove his case, he would
lose. In criminal trial it is the duty of the prosecution to bring all the evidence before the court
to prove the charge and the opposite party, as a measure of defence, has to create just doubt in
the prosecution evidences. Indian Evidence Act contains explicit legal rules providing
significant guidance to the judges for deciding the relevancy and admissibility of evidence
produced before them during a civil or criminal trial and rule out any kind of unpredictability
associated with subjective assessments. The appreciation of evidence is a process which
facilitates a judge to arrive at a rational conclusion.

The amendment of Information Technology Act, 2000 brought recognition of electronic
documents as evidence in a court of law. The insertion of section 65 A and 65 B are the most
important among the amendments which contain special provisions as to evidence relating to
electronic records. The recent pronouncement of Supreme Court stating that the recording of
evidence through, video conferencing is valid in law and under section 273 of Criminal
Procedure Code , has an appreciable development in the field of appreciation of evidences. The
appreciation of evidence is as important as gathering of evidence. Hence the awareness of
judicial officers of computer technology is inevitable for appreciation of electronic evidence.

Section 46 and section 48 of the Information Technology Act, 2000 provide provision according
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to which the Central Government is empowered to appoint adjudicating officers who must have
the experience in both information technology and legal fields for proper adjudication of any
contravention of various provisions of the Act. There is also the provisions for the constitution
of a Cyber Regulation Appellate Tribunal for hearing the appeals against the orders of
adjudicating officers. But these provisions make it clear that the adjudications of contraventions
of cyber regulations should be made by the people of specialized knowledge. The judge before
whom the prosecutions and the defence lawyers are presenting and evaluating the evidences,
must be technically competent to evaluate the merits of the evidences as well as the evidentiary
value of the document of data produced. But in practice, it still remains a legislative dream.

In cyber crimes, a computer may be a victim as well as weapon of cyber crimes, may be an
important piece of evidence in the wake of investigation of a cyber crime and appreciation of
evidence during trial. The legal position was that the standard of proof in the form of digital
evidence should be more accurate and stringent compared to other forms of documentary
evidence. After Anvar v. P. K Basheer and other!, any electronic evidence can be proved only in
accordance with the procedure prescribed under section 65 B of Indian Evidence Act, 1872
which is still not followed and results in acquittals in practice.

V. Conclusion

Sometimes law falls silent due to the challenges in the digital age. The Information technology
Act 2000, the major cyber law statute even after its amendment in 2008 sometimes falls into
such a dormant stage due to the challenges of its enforcement. This article dealt some of such
major challenges. The IT Act is applicable to cyber crimes. But a clear distinction between cyber
crime and traditional crime are not possible as the life of present generation largely depends on
the use of computers and technology. This article discussed the challenges of application of
specific provisions under IT Act and general provisions under IPC to deal with cyber crimes. The
authors are of the opinion that there should be a clarity on the point that which provision
would be beneficial and applicable to the victims and accused when a crime happens, and there
should be more specific cyber legal provisions where traditional penal provisions cannot
address the new generation crimes. Certain provisions like electronic payments need urgent
and specific attention. Clear and specific provisions on offences like cyber theft, cyber stalking,
cyber harassment, cyber defamation, spamming etc could bring expedite actions for remedying
it. Not only bodily privacy, but also other forms of privacy of an individual have to be defined
and taken care of by specific provisions under the Act. The case laws are yet to develop in the
field of Information Technology Act in India. The interpretation of various provisions of the IT
Act, therefore, has to be made according to the natural meaning flowing from it. Hence the
provisions of law should be devoid of ambiguity. The ambiguity in its own provisions is another

challenge found in the IT Act. For the effective implementation of provisions of cyber law

! Anvar v. P. K Basheer and other, Civil Appeal No. 4226 Of 2012 decided on 18 Sept., 2014.
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statutes, there should be proper checks and balances of powers given under the provisions.
Therefore, the Rules should be framed under the statutory provisions so as not to misuse the
power. The liability of state agencies, private agencies, intermediaries and individuals should be
clearer in order to avoid such misuse of power. Though the surveillance and control over social
media websites are difficult, there should be proper provisions to make the individual and
intermediaries to be responsible for their activities which may have a socio-economic impact on
the society. Clear provisions as to distinct and prosecute civil and criminal wrongs are
necessary. The rights, obligations and liabilities of bloggers have to be properly defined. There
should also be clarity of subject matter between cyber law provisions under various statutes
such as Aadhaar Act, Data Protection Bill, Intellectual Property laws, etc when they come into
play with IT Act. There should be clear provisions for handling IPR, domain name issues and
related concerns such as cyber squatting. Cyber policing is impossible without technical
knowledge. The adoption of new technologies is needed under the IT Act for ensuring cyber
security. The officials who are dealing with cyber crimes should be trained in computer
forensics and technologies to address the issue. There should be clarity on actions to be taken
against any person committing crime outside India. Harmonisation of cyber laws in tune with
global demands is needed too, and India should consider participating in international
conventions and bilateral treaties specifically for preventing cyber crimes and facilitating
prosecution of cyber crimes across territorial borders.
Along with specialised agencies for investigating cyber crimes, ordinary law enforcement
agencies too should be trained as any police officer not below the rank of inspector has the duty
to investigate the crimes. The Government agencies of Information Technology and Computer
emergency response teams have to be developed further. For that purpose, India should seek
international cooperation and also support governmental and non-governmental agencies to
share legal and technical knowledge and expertise concerning cyber crimes. In India, the
enforcement of cyber laws suffer due to namesake extra territorial jurisdiction, lack of laws
addressing privacy issues, the ambiguity in law and admission of e-evidence and lack of
technical potentiality and awareness among all stakeholders-victims, criminals, law
enforcement agencies and judiciary. Indian cyber laws has to be modified to include more
provisions which respect human rights and international principles of law. To conclude, to
make cyber law enforcement more effective, there should be more efforts to distinguish
between Civil Wrong and a Criminal Wrong in cyber space, there should be more training in
Computer Technology, to preserve Evidence, to increase awareness of global nature of issues,
and to respect the rights of all stakeholders involved in the crime.
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Introduction:

The aim of this paper is to highlight the role of cyberspace in Distance education. Day by day, as
information technologies improving, the mode of learning is changing from classroom to
online. The cyberspace system can provide the real-time interaction between the remote
students and the instructor just like in the classroom lecture. This paper focuses on
accentuating the development and present techniques which are followed for distant education
at present in India. It evaluates the role of cyberspace in open and distance education in Indian
perspective. It also discusses some initiative taken in India.

Cyber Space: Meaning

Cyberspace is a virtual computer world in which an electronic medium used to form a global
computer network to facilitate online communication. It allows users to share information,
interact on one hand and entertain on other hand. It is a domain characterize by the use of
electronics and the electro-magnetic spectrum to store, modify and exchange data via network
systems and associated physical infrastructures. In effect, cyberspace can be thought of as the
interconnection of human beings through computer and tele-communications without regard
to physical geography. William Gibson is sometimes credited with inventing or popularizing the
term by using it is his novel of 1984, Neuromancer.

Educational cyberspace is a specific part of the common cyberspace, having an educational
purpose and characterized by targeted educational relationship with it. Consequently, internal
relations, the educational cyberspace structure act as derived: they will be determined by its
relationship with education subjects in terms of their effectiveness, rationality and safety.

The thought of interconnection of human beings through computer and tele-communications is
very much utilized in improving the higher education in India through Open and Distance
Education. The gross enrollment ratio of India in higher education is only 15% which is quite
low as compared to developed as well as other developing countries.

For providing higher education to the highly populated country like India, the conventional
mode of teaching through established formal institutions may not be sufficient. Hence Open and

Distance Education is required.
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Open and Distance Education

United Nations Educational, Scientific and Cultural Organization(UNESCO)’s initiatives in open

and distance learning are based on its overall priority to ensure the right to education for all.

While the use of distance education was given early support by the Organization, new

developments in information and communication technologies, in particular the Internet and

the World Wide Web have radically increased the demand for lifelong education but also
provided new means to meet the demand.

The concept of Open learning and Distance Education system focuses on open access to

education and training to make the learners free from the constraints of time and place and

offering flexible learning opportunities to individuals and groups of learners.
% The term ODL aims to include openness and flexibility in terms of access curriculum,
teaching -learning strategies and techniques, learning materials and resources,
communication and interaction, support and delivery systems, students, tutors, staff
and other experts management, housing and equipment and evaluation.

% ODL system used for school-age children, youth and other adults who are unable to
attend in formal education sector, but have lot of interest to continue further
education.

% It aims for educating the non-starters, drop-outs and people with intention to continue
education.

% Open learning and Distance Education contributes in general education, vocational and
continuing education, teacher education etc.,

ODL system in India:

In 1960s Open and distance learning was started in India. 34 Universities were offering

correspondence education in 1980s. An exclusive University was established in Andhra Pradesh

for Open and distance education in 1982 followed by the Indira Gandhi National Open

University (IGNOU) in New Delhi and subsequently in Bihar, Rajasthan, and Maharashtra,

Madhya Pradesh, Gujarat, Karnataka, West Bengal, and Uttar Pradesh in a decade in 1980s to

1990s.

Admission and Registration Process in cyber space
The cyber space utility is taken up in to-to for effective functioning of open distance learning.
To spell the mode of utility
> We can start with website. Each of ODL institution is creating a website giving all the
details of the institution, about the profile, authorities schools, divisions, institutions,
partner , institutions, library, projects, blogs, sms in very beginning of the web-page.
» And the following web-pages speak specifically about admission procedures,

registration details, examinations consists of internal and external examinations,
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entrance examinations, other procedures to access the prospectus, e-resources for self-
learning materials.

> DPages are allotted to address the students grievances, placement assistance etc.,

A\

The web-pages are prepared in a very attractive manner and in uses friendly mode.

» The cyber space is the known face of the institution. The learner can contact the
institution through e-mail or by the tele phone.

» The institution will contact the learner through sms, tele-phone or by letter, whats-app,
face book, twitter, Radio, Gyan-vani, Gyan-Dharshan, web conference, video conference
and other social media.

» The advertisement for admission is given in the web-site and through e-mails to reach
the prospective learners.

» The students are expected to fill the on-line application form by giving the details of
name of the programme applied, medium of study, option for study centre, Father’s
name, address, contact details, date of birth, nationality, gender, category, social status,
scholarship details (disability details, if any) qualification, fee payment in on-line mode,
declaration along with scanned copies of photograph, signature previous education
qualification certificates etc.,

»  After the admission form is filled up the authorities of ODL institutions will scrutinize
the on-line app form and inform the discrepancies to the electronically ad give the
opportunity the correct the necessary details. If the corrections carried out were
satisfactory then the on-line payment of fee is accepted otherwise the fee paid will be
refunded through on-line banking.

» The second step for the candidates admitted is, they will be receiving identification
card electronically with concerned authority’s signature with specifications about
name, enrolment number, address, the details of study centre with electronically
attested photograph.

» Now the learner can check his or her details in the web-page regarding the programme.
The registration status of the learner shows the details regarding the enrolment
number, programme joined, medium of study, year of admission, duration of study,
parent’s name, date of birth, address for communication, study centre code, mobile
number, e-mail id, and details of the subject, or courses to study to the complete
programme.

» If the learner finds the any mistake in the registration details, they can inform the same
for necessary rectification through e-mail. The authorities will attend to it without fail.

Availability of Study Material in cyber space
In ODL the study material is given in the two forms.

1. Self-instructional material.
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2. Study material in the form of electronic mode.

» The rural area students could not have access to internet used to receive the study
material hard copy. But many urban area students are downloading the study material
from the ODL institutions web-site.

» The youth are happy to use the study material in electronic form, because of its access
and hustle free usage in mobile tele-phone and able to study even by travelling in
roadways, railways, airways and water ways.

Facility of Contact Classes in cyber space

In ODL the contact classes are conducted through the following modes.

Through Radio - GyanVani Through Television —

Gyan Dharshan

Face-to-face mode

Video-conference Web-conference

» In face-to-face mode, learners are attending council sessions in the study centres where
the academic counselors are using PowerPoint presentations, conducting the
experiments in the study centre.

» In Video conference and Web conferences, the teachers are form a different place but
students will be attending from all over the country. Here the students can also interact
with the teacher and get the doubts clarified. This made is useful to attend more
number of students in a shortest time with less number of teaching faculty. Another
one advantage with this system is the whole programme can be recorded and the
student can use the recorded version and watch according to the time convenience.

» GyanVani is utilizing the media of radio for teaching the content. The learners can
reach the teacher through telephone and clarify the doubts.

» In GyanDharshan, the teachers will be teaching from the studio and reaching the
students all over the country. The details of GyanVani and GyanDharshan schedules are
uploaded in the ODL institution web-site to facilitate the learners.

Evaluation

The evaluation procedures adopted in ODL are in the form of submission of assignments,
attending the practical, projects and term-end examinations. The cyber space utilization in
downloading the assignment questions from the web-site and attending on-line examinations. If
the learners wants to change any elective paper in the beginning of the academic year they can
communicate the same to the authorities through e-mail and get it done. One great facility
given to the learners is to access the on-line journals, utilize the reference material in electronic

form can be utilized through the library link given in the web-site.
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The learners can apply for examination through on-line in the ODL institution’s web-page by
giving the following details: enrolment number; programme code; electronic made of payment,
that is through debit card/credit card/net banking. And learner can choose any examination
centre according to his or her convenience. The results of examinations will be reflected
virtually in the grade card raters in the web-site facilitating the learners.

Applications of Cyber Space in Open and Distance Learning

The cyber space is utilized to the fullest in Massive Open On-line Courses (MOOCs) in which
open registration, self-paced learning mechanism, creation of virtual learning community,
demonstrations interaction through feedback, evaluation through quiz and activities in on-line
at free of charge are available. MOOCs provides an affordable and flexible way of learning new
skills to advance the carrier and deliver quality education experiences at large.

There are many on-line courses available from great universities all over the world which are all
possible only through the best utilization of cyber space. It is pertinent to mention about
utilization of many open educational resources through cyber space (ex: utility of second life).
These services of open and distance education is fruitful with usage of social media, especially
You tube, face book, twitter, whats app, instagram etc., are giving virtual experience for the
learners to know about the subject, content, skills availability of resources in the world on one
hand and giving an opportunity the related areas of study for further progress. Another
important feature is the self-confident levels of the learners or boosted to achieve success. The
key role played by cyber space in ODL is amazing. The following graph shows utilization of cyber

space in education in India.
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Conclusion

Cyberspace in ODL consists of common cyberspace’s elements, to which educational
relationships are established, aimed at achieving the objectives of education and education
subjects’ personal development. In this regard, almost all the resources of society in cyberspace
that have the potential positive effects (scientific, educational, social, cultural, ideological, and
psychological) on the subject of education can be referred to the education cyberspace.
However, specialized educational portals, adapted media resources, media electronic
educational resources, intended for education and subject teaching, make up the constitutive

part of education cyberspace in open and distance learning.
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INTRODUCTION:

Cyber bullying has become an unfortunate consequence of increased online
participation and interactions. Cyber bullying behaviour exhibit both short and long term
effects having both significant and severe emotional and social repercussions. These
repercussions include but are not limited to the following: social anxiety, depression, anger,
substance abuse, eating disorders, self-harm, suicidal ideation and in some cases suicide.
Bullying, no matter whether it is traditional bullying or cyber bullying, causes significant
emotional and psychological distress. Cyber bullying is rife on the internet and most young
people will experience it or see it at some time, can happen 24 hours a day, 7 days a week and it
can go viral very fast.

According to a survey conducted by Microsoft about the global Youth found that
surprisingly 53% of children have been bullied in India through different ways. This scenario is
not just in India but in China, Australia, Europe and other countries. It is not just youths but
people of all age groups face this problem and the biggest challenge is recognizing the bully on
internet or cyberspace. The technological barriers act as a hindrance in dealing with such
issues. Institutional infrastructure needs to be developed to deal with this set of bullying. In the
present era of rampant growth of cyber bullying it is the biggest challenge for the legislators to
deal with.

Causes of Cyber bullying:

Humans are living in the world where people bully and get bullied. Cyber bullying happens for
many of the same reasons as any other type of bullying, but it may be even more appealing
because it can be done anonymously. Cyber bullying is an action of using the social media
technology to bully others and in main cases, it is used anonymously. By using cellphones or any
other devices, such as computers and tablets to connect to the internet, a large number of
individuals have been spending their time bullying other people. It may not harm somebody
physically; instead it may harm them mentally.

There are two kinds of people who are likely to bully; the socially active people and the
socially inactive people. It is said that bullying results in an upgrade of confidence, thinking the

control is on the hands of the bully as it is also the main reason of why socially active people
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may bully other people; it makes them feel powerful as it is also a way to maintain their
popularity. Socially inactive people may bully other people as it is a chance to fit in and to prove
that they are not weak and that they are compatible with their surroundings. Like the socially
active people, bullying also makes socially inactive people feel powerful.

The exact reason of cyber bullying is unknown, but may be revenge motivated some
individuals to do cyber bullying. Being victims of bullying in daily lives make them think
harassing other people is only something that is natural as some people deserve to be bullied.
Occasionally, it is not enough. Some say they would start to find new targets that seem to be
weaker than them. Some individuals would bully only to boost their egos. These individuals
simply harass others to entertain themselves and their friends who might also a bully for a high
chance, not scared of getting caught as these individuals believe they will not. Attention is what
some people want. There is a chance they did not gain it from their family; some are suffering
from a family conflict. Most are starving for the recognition of being powerful figures. Being an
arrogant one is; some bully to remind others of their social status which they believe are lower
than theirs. Some do it because the people around them are doing it as well. It is said that kids
see it as a trend. If one does not do it, others who are doing it would think that the ones who are
not doing it are incompatible with them, another reason for them to bully the ones who are not
doing it.

Types of cyber bullying:

There are many ways of bullying someone online and for some it can take shape in
more ways than one. Some of the types of cyber bullying are:

e Harassment: It is one of the act of sending offensive, rude, and insulting messages and
being abusive. Nasty or humiliating comments on posts, photos and in chat rooms.
Being explicitly offensive on gaming sites.

e Denigration: When someone may send fake information which belongs to another
person, damaging and untrue, sharing photos of someone for the purpose to ridicule,
spreading fake rumors and gossip on any site online or on apps and even hear about
people altering photos of others and posting in online for the purpose of bullying.

¢ Flaming is when someone is purposely using really extreme and offensive language and
getting into online arguments and fights. They do this to cause reactions and enjoy the
fact it causes someone to get distressed.

e Impersonation - This is when someone will hack into someone’s email or social
networking account and use the person's online identity to send or post vicious or
embarrassing material to/about others. The making up of fake profiles on social
network sites, apps and online are common place and it can be really difficult to get

them closed down.
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e Outing and Trickery is when someone may share personal information about another or
trick someone into revealing secrets and forward it to others. They may also do this
with private images and videos too.

e Cyber Stalking is the act of repeatedly sending messages that include threats of harm,
harassment, intimidating messages, or engaging in other online activities that make a
person afraid for his or her safety. The actions may be illegal too depending on what
they are doing.

e Exclusion is when others intentionally leave someone out of a group such as group
messages, online apps, gaming sites and other online engagement. This is also a form of

social bullying and a very common.

The worst thing about social networking sites and messaging apps is
that anything nasty posted about you can be seen by lots of people and these posts can go viral
very fast and be shared by so many people within minutes in some cases.

Impact of cyber bullying on adolescents:

Cyber bullying has been conceptualized as a stressor. It involves hurting someone else
using information and communication technologies. Like any other type of bullying, the effects
of cyber bullying are somewhat the same. For people who are doing cyber bullying, a bad
reputation in the future is waiting for them if they get caught. Since cyber bullying is also an
action of bullying, there is a law for it and the victims may report the case if they have enough
proof. As for the ones who develop cyber bullying, they become stressed. It would lead them to
do negative things and one of them is abusing alcohol intakes or even drugs. Teenagers would
skip school as they are unwilling to attend it and meet people, feeling it is tough to
communicate, instead, others might laugh and pick on them. They start to doubt everyone,
accusing and judging people one by one. They would lock themselves in their room or worst,
they would try to attempt suicide.

For many cyber bullying affects their everyday lives and is a constant source of distress
and worry. With mobile technology being so freely available it is an ongoing issue and one that
is relentless. Not only does it go on after school, college or work has finished, but it then carries
through into the next day and the cycle continues. It has been well documented that cyber
bullying has resulted in tragic events including suicide, and self-harm and clearly, more needs
to be done in order to protect vulnerable children and adults from online bullying.

Anti Cyber bullying laws in India:

Anti-bullying laws in India have been enacted to eliminate bullying in any form in
different spheres like bullying at workplace, schools, cyberspace etc. The Bar Association of
India gave its definition as, “Bullying means systematically and chronically inflicting physical

hurt or psychological distress on one or more students or employees. It is further defined as
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unwanted and repeated written, verbal, or physical behaviour, including any threatening,
insulting, or dehumanizing gesture, by a student or adult, that is severe or pervasive enough to
create an intimidating, hostile, or offensive educational environment; cause discomfort or
humiliation; or unreasonably interfere with the individual’s school performance or
participation; and may involve but is not limited to: teasing, social exclusion, threat,
intimidation, stalking, physical violence, theft, sexual, religious, or racial harassment, public
humiliation, or destruction of property.”.

In Vishaka v. State of Rajasthan the Supreme Court first time dealt with issue of
bullying and it laid down certain guidelines for the protection of woman employees from sexual
harassment. But it only dealt with bullying against men at workplaces. Further, there is a need
to consider different types of bullying at workplaces. In the west bullying at workplace is
recognised as violence in workplaces. Bullying can be in different subtle forms like invalid
criticism, exclusion, false allegations, constant bantering, humiliation or unnecessary written
warnings.

In India a worker can seek redressal under different provisions provided under the
constitution of India, IPC, and C.P.C. The Indian Constitution under various articles provides
labor rights. Though not in evident form but indirectly various articles protect the labour
rights for ex, Article 14 of the Indian Constitution lays down the concept of Equality before law.
Right to life includes protection of the health and strength of the worker is a minimum
requirement to enable a person to live with human dignity. The right to human dignity,
development of personality, social protection, right to rest and leisure are fundamental human
rights to a workman assured by the Charter of Human Rights, in the Preamble and Arts.38 and
39 of the Constitution.

There is no separate legislation in India to deal with bullying at school level. Bullying is
prevalent at school level in India, especially in boarding schools. However in 2015 HRD ministry
directed CBSE schools to form anti-ragging committees at school level also putting severe
punishments to students. UGC has laid guidelines to all the colleges across the country to follow
anti-ragging rules in their respective universities and the universities which do not abide by
such rules would be bring to task and even UGC could forfeit their recognition. The government
of India enacted special regulation to curb bullying at higher education institutions - “UGC
Regulations on Curbing the Menace of Ragging in Higher Education Institutions, 2009”. A
student may also have criminal liability under different sections of the criminal procedure code
of India.

Conclusion:
Cyber bullying is a great danger to the society. It causes harm to people and results negatively
for, both, the bully and the victim. It is said that cyber bullying is a serious worldwide issue and

that it needs to be resolved. If they cannot do cyber bullying anonymously, they will go as far as
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they will face claim other people only to do cyber bullying. However there is a dire need for a
specific legislation as it would bring clarity on different legal aspects of bullying, ease the
judicial process as well lead to better working environment.

It is important to take a proactive approach. Routine screening techniques can be
developed to assist in uncovering the harm endured through cyberbullying to help support
adolescents recovering from associated trauma. Finally, the study findings described above also
suggest a strong need for comprehensive, school-based programs directed at cyberbullying
prevention and intervention. Education about cyberbullying could be integrated into school
curriculums and the community at large, for example, by engaging adolescents in scholarly
debates and community discussions related to cyberbullying legislation, accountability, and
character.

However there is a dire need for a specific legislation as it would bring clarity on

different legal aspects of bullying, ease the judicial process as well lead to better working

environment.
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INTRODUCTION:

India is among those countries that have made tremendous impact in the global IT market.
Contribution of software exports and IT enabled services, including Business Process
outsourcing from foreign countries, is poised to contribute significantly to the national
economy. A study carried out by Nasscom' estimates that IT and ITES exports will account for
more than 30 percent of all foreign exchange earnings by 2008 and the IT industry will
contribute to 25 percent of incremental GDP growth between 2002 and 2008. Similarly, a repro
named, “Digital Dragons" by Boston Consulting Group estimates that India will have 35 million
Internet subscribers by 2004 end. The number of computer and internet literates are also
growing exponentially in India, thanks various factors including introduction of computer
training in the school curriculums.

Let us now analyse in detail the provisions relating to cybercrimes contained in this Act.?
INFORMATION TECHNOLOGY ACT, 2000

The Information Technology Act, 2000 (hereinafter referred to as the' Act') was passed by the
Parliament to provide legal recognition for transactions carries out by means of electronic data
interchange and other means of electronic communication, commonly referred to as "electronic
commerce" or "e-commerce" in short. The Act also carryout necessary amendments in the
Indian Penal Code 1860, the Indian Evidence Act, 1872, the Banker's Books of Evidence Act, 1891
and the Reserve Bank of India Act, 1934 for facilitating legal recognition and regulation of such
commercial activities..

The Indian Act is mainly based on the UNCITRAL Model law on Electronic Commerce.’ The UN
General Assembly Resolution adopting this Model law also call upon members to give favourable
consideration to the said Model law when they enact or revise their laws, to ensure uniformity
of the law across the globe. The focus of the Model law is on the need for uniformity of national
laws applicable to alternatives to paper based methods of communication and storage of

information adoption of reliable electronic records for efficient delivery of government services

! 2002 Nasscom-McKinsey stydy, cited in www.nasscom.org.

*See Dr.Bakshi, P.M. et ai, Hand Book of Cyber and E-Commerce Laws, Bharat Publishing House (2001), New
Delhi; Na. Vijayashankar, Cyber Laws For Every Netizen In India

> UNCITRAL Model law on Electronic Commerce with Guide to Enactment
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in the member states. It acts as a starting point for identification and discussion of areas where
the law could be updated to consider new technology, as well as including certain
internationally settled provisions for dealing with those issues.

OFFENCES AND PENALTIES

Though, the focus of the Act is not on cybercrimes as such, the Act defines certain offences and
penalties that deal with acts and omissions falling under the term cybercrimes. Chapter XI of
the Act deals with offences and Chapter IX deals with penalties and adjudication. Chapter IX
brings a welcome change in the minds of law makers as, may be for the first time, Indian
Parliamentarians have come out of their obsession with the idea of “criminalisation" as the sole
means of regulating human conduct and upholding societal peace and tranquillity' and
introduced civil liabilities as an alternative. In view of the nature of subject matter involved, the
process of adjudication is not left to the hands of regular Civil Courts but entrusted to
Adjudicating Officers to be specially appointed for this purpose.

performance of a computer resource or attaches itself to another computer resource and
operates when a programme, data or instruction is executed some other event takes place in
that computer resource;

(iv) "damage" means to destroy, alter, delete, add, modify or rearrange any computer resource
by any means.

From the above it is clear that almost all the cybercrimes in which computer system or network
is a target can be brought under the purview of this Section. Without attaching any criminal
liability, the Section makes the offender to compensate any loss or damage that might have
been caused by him to the victim.

Penalty for Failure to Furnish Information, Return etc.

Section 44 of the Act provides that if any person who is required under this Act or any rules or
regulations made there under to-

e furnish any document; return or report to the Controller or the Certifying Authority
fails to furnish the same, he shall be liable to a penalty not exceeding one lakh and fifty
thousand rupees for each such failure;

e file any return or furnish any information, books or other documents within the time
specified there for in the regulation fails to file return or furnish the same within the
time specified there for in the regulations, he shall be liable to a penalty not exceeding
five thousand rupees for every day during which such failure continues;

e maintain books of account or records, fails to maintain the same, he shall be liable to a
penalty not exceeding ten thousand rupees for every day during which the failure

continues.

! For details, See Criminalization -Does Legitimacy Matter? Dr. Joga Rao, S. V., in Current Issues in Criminal
Justice and Medical Law:
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Residuary Penalty: Whoever contravenes any rules or regulations made under this Act, for the
contravention of which no penalty has been separately provided, shall be liable to pay a
compensation not exceeding twenty-five thousand rupees to the person affected by such
contravention or a penalty not exceeding twenty-five thousand rupees.’

An Adjudicating Officer appointed under the Act alone can adjudicate on these penalties or
compensation has to take the following factors into account:’

The amount of gain of unfair advantage, wherever quantifiable, made as a result of the default.
The amount of loss caused to any person as a result of the default. The repetitive nature of the
default.

Offence of Obscene Publication: Section 67 makes publishing of any obscene information in
electronic form an offence punishable under the Act. It provides that 'Whoever publishes or
transmits or causes to be published in the electronic form, any material which is lascivious or
appeals to the prurient interest or if its effect is such as to tend to deprave and corrupt persons
who are likely, having regard to all relevant circumstance, to read see or hear the matter
contained or embodied in it, shall be' punished with imprisonment and with fine.

Publication for Fraudulent Purposes

Whoever knowingly creates, publishes or otherwise makes available a Digital Signature
Certificate for any fraudulent or unlawful purpose shall be punished with imprisonment for a
term which may extend to two years, or with fine which extend to one lakh rupees, or with
both.?

No steps to combat Internet Piracy: Violation of copyrights has become rampant with the
advent of Internet. Violations of intellectual property rights and piracy in the cyber space are
expected to have far reaching effects on the development of human knowledge itself. However,
the Indian IT Act failed to look into these aspects and tackle the menace.

Lack of International cooperation: It is an acknowledged fact that isolated national efforts
cannot curb cybercrimes because it acts without any regard to physical boundaries. Though the
Act proposes to apply its provisions beyond the territorial limits of the country, it is silent as to
how the same is proposed to be achieved. Unless there are concrete steps towards international
cooperation in combating terrorism, it is not possible to deal with acts committed over Internet
by aliens. The Act fails to address this issue in the tight of possible need for extradition of other

nationals to stand trial for offences committed under the Act.

! Section 45 of the Information Technology Act, 2000
? Section 45 of the Information Technology Act, 2000
* Section 74 of the Information technology Act, 2000
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ROLE OF JUDICIARY

The application of the Information Technology Act rests with the courts. It is a settled principle
that the interpretation of a provision of law relates back to the date of the law itself and cannot
be prospective from the date of the judgment because concededly the court does not legislate
but only gives an interpretation to an existing law.

"A statute is an edict of the legislature. The language employed in a statute is the determinative
factor of legislative intent. Words and phrases are symbols that stimulate mental references to
referents. The object of interpreting a statute is to ascertain the intention of the legislature
enacting it".!

It is for the judiciary to ascertain the intention of the legislature behind the Act. The
observation that the judges lack that 'technological temperament' to do justice with nuances
and subtleties of information technology law is based on a narrow premise. It is true that the
information technology law is different from other branches of law in the sense that it is
'dynamic' rather than static. For example, information technology law has been able to
recognize the computer as a 'weapon of offence' as well as a 'victim of criminal'. This could not
be said for a revolver, pistol or knife -they have always been identified as 'weapons of offence’
but never as 'victim of crime'.

Further, the question that with the easier availability and wider circulation of the US case law,
the judiciary in India might be tempted to use and apply the law principles established by the
US courts. This threat is very real. However, one must understand that with Indian case law still
in infancy, the litigants would have no other option but to resort to the US case law. In such a
scenario, it is for the judiciary not to get swayed by the doctrines propounded by the US courts
at the cost of already established national law principles.

The Act, though technical in content is easily understandable, if one takes into account the
accompanying Information Technology (Certifying Authorities) Rules, 2000 and Information
Technology (Certifying Authority) Regulations, 2001.

Assimilating Technology

The fact is, that judiciary has always been able to assimilate technology and as the Supreme
Court has observed in SIL Import. USA v. Exim Aides Silk Importers’, the need of the judiciary to
interpret a statute by making allowances for any relevant technological change that has
occurred.

In Grid Corpn. of Orissa Ltd. v. AES Corpr’, it was held by the Supreme Court that " when an
effective consultation can be achieved by resort to electronic media and remote conferencing, it

is not necessary that the two persons required to act in consultation with each other must

! Institute of Chartered Accountants of India V. Price Waterhouse, (1997) 6 SCC 312
% (1999) 4 SCC 567
* (2002) 7 SCC 736
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necessarily sit together at one place unless it is the requirement of law or of the ruling contr act
between the parties.

Similarly in State of Maharashtra v. Dr. Prafol B. Desai', it was held that "Video conferencing is an
advancement in science and technology which permits one to see, hear and talk with someone
far away, with the same facility and ease as if he is present before you i.e. in your presence In
video-conferencing both parties are in presence of each other Thus it is clear- that so long as
the accused and/ or his pleader are present when evidence is recorded by video-conferencing
that evidence is being recorded in the "presence" of the accused and would thus folly meet the
requirements of Section 273 of the Criminal Procedure Code. Recording of such evidence would
be as per "procedure established by law".

Thus the Supreme Court approves of the principle of updating construction, i.e. law must
constantly be on the move adapting itself to the fast-changing society and not lag behind.
CONCLUSION

Reliance on terrestrial laws is an untested approach. Despite the progress being made in many
countries, most countries still rely on standard terrestrial law to prosecute cybercrimes. The
majority of countries are relying on archaic statutes that predate the birth of cyberspace and
have not yet been tested in court. Weak penalties limit deterrence. The weak penalties in most
updated criminal statutes provide limited deterrence for crimes that can have large- scale
economic and social effects. Self-protection remains the first line of defence.The general
weakness of statutes increases the importance of private sector efforts to develop and adopt
strong and efficient technical solutions and management practices for information security.4. A
global patchwork of laws creates little certainty. Little consensus exists among countries
regarding exactly which crimes need to be legislated against. Figure 2 illustrates the kinds of
gaps that remain, even in the 19 countries that have already taken steps to address
cybercrimes. In the networked world, no island is an island. Unless crimes are defined in a
similar manner across jurisdictions, coordinated efforts by law enforcement officials to combat
cybercrime will be complicated.
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Assistant Professor, School of Law, Sathyabama Institute of Science and Technology, Chennai,

Tamil Nadu.

Introduction
Cyber violence, an online behavior that leads to threat against the well being of an individual or
group physically and mentally. Globally cyber violence is undoubtedly the new emerging form
of violence and a most severe issue challenging women’s dignity, security and privacy. In
country like India, it is a serious threat to women where cloud technology facilities are
widespread but legal awareness is low. There are billions of people who frequent the cyberspace
everyday be it for professional, personal or social reasons. Almost every second household has
access to the internet. With nearby two billion internet users worldwide there are greater
opportunities to entrap new victims, including women and children. New information
technologies are being used to commit heinous crimes.! Recently Department of justice
statistics in US reported that 850,000 American adults- mostly women are targets of cyber-
stalking each year and 40% of women have experienced dating violence delivered electronically.
Pew Research Center’s recent study found that 40% of adult internet users have experienced
harassment online, with young women enduring particularly severe forms of it’.
Different forms of cloud based offence against Women:
1. Cyber Stalking

Exponential advances in the field of information technology have led to easy victimization.
Stalking according to the dictionary means to pursue or approach, prey stealthily. Cyber
stalking is the stalking of any person online. In case of cyber stalking of women it means that
the stalker follows her all over the net be it chat rooms, social networking websites and make
life hell. There have been cases of cyber stalking which have let to cases of rapes, acid attacks
and in many extreme cases murder and robberies. Cyber stalking or technology aided stalking
has only been recently been recognized as crime. Internet predators have easy access to victims
through facebook.com and myspace.com. Since very little empirical work has been done in this
field it is not easy to draw statistics. Many women have to live in constant fear because of being

stalked online by men who are sick.’?

! G. Rathinasabapathy and L. Rajendran, “ Cyber Crimes and Information Frauds: Emerging Challenges For LIS
Professionals,” Conference on Recent Advances in Science & Technology ( 2007).

* https://itforchange.net/e-vaw/wp-content/uploads/2018/01/Molly_Ghosh.pdf

’ Dr.Astha Bhanot,Gender Violence, Pointer Publications, Jaipur (2013) pg.26.
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There are two types of cyber stalking:

» Online cyber stalking starts on the net and stays online.
» Cyber stalking starts on the net and continues offline where the stalker

manages to get the woman’s phone number or address and then troubles her.

Cyber stalking via technology includes:

Sending threatening or unwanted emails, Instant messages (IM), beeper messages or
cell phones text messages.

Using a person’s email address to subscribe him/her to multiple lists or to purchase
goods/services in his/her name.

Stealing a person’s online identity to post false information. Sending misinformation to
chat rooms, using net groups or lists to humiliate someone and/or encourage other
group members to harass another individual.

Posting a person’s demographic information or photograph on pornographic sites.
Accessing, monitoring and manipulating a person’s computers while he/she is online.
Accessing bank accounts, student’s registration, telephone accounts and other personal
data available online.

Developing a website in ‘tribute’ to a person.

Compiling online demographic information with intent to harass, threaten or harm a
person with online/ offline

Tracking a person through illegal wire tapping, caller identification, cameras, global

positioning systems or other tracking devices.'

2. Cyber Bullying

Bullying means systematically and chronically inflicting physical hurt or psychological distress

Oon one or more persons.

Cyber bullying can be in different forms, for example:

Posting any kind of humiliating content of the victim.
Hacking the victim’s account.

Sending or posting vulgar messages online.
Threatening to commit acts of violence.

Stalking by means of calls, messages, etc..

! Harvey, D “Cyber stalking and Internet Harassment: What The Law Can Do” available on GJRIM Vol 4, No 1,
June 2014 46 http://www.netsafe.org.nz/Doc_Library/netsafepapers_davidharvey_cyb

Erstalking.pdf
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The Ryan Halligan Case of Vermont (2003)* was the first case that dealt with the issue of cyber
bullying in which the defendant was not held liable for cyber bullying because of criminal law
could not be applied in that matter.
3. Harassment through E-Mails
Harassment through e-mails is no different from harassment through mails. In this

women are threatened, blackmailed, bullied and cheated by emails. Men make fake email ID’s
and blackmail women by sending them their morphed pictures and threaten them to make it go
viral if the women do not give in to their demands. There are spam mails that are sent to
women and they contain viruses and worms like Trojan, love bug etc. There are some viruses
that can attack the computers and extract all the personal details stored in it. People also
tamper with the computer source code which is again a copyright violation.
4, Harassment by making Fake IDs

Another form of cyber crime that is on the rise lately is wherein men make fake id’s of the
woman concerned on social networking sites or make their fake mail accounts and the use
morphed pictures which they post on the net or send through the email account to any number
of people.
5. Online Pornography

Pornography is any form is a problem for women and children. There are a large number on
porn sites on the net. These sites thrive on internet traffic. Many times women are not even
aware of the fact that their photographs are on such sites. A large number of cases have been
reported where people have morphed and doctored pictures of women and put them on porn
sites. Pornography is a systematic practice of exploitation and subordination which
dehumanizes women.
6. Misuse of Social Networking Sites

Now-a-days a large number of cases are reported in the police station everyday where the
women are harassed to such a point by men who have morphed their pictures and made fake
id’s in their name and put up all their personal details on the net. Cases have been reported that
men have put the woman’s phone number on the net and she has been harasses by perverts.
Many times people post fake photos on the social networking sites and link it to porn sites.
They also post the girl’s phone number and she is constantly harassed by men who are in access
to the numbers.
Fraud on Dating Websites

Men on the prowl look for vulnerable women who are looking for love and are easy target of
such people. They start by befriending the female and extracting all their personal details.
There have been innumerable cases where women have met guys on dating sites and then have

been raped and in worse cases murdered by them. Dating websites are a boon for the

! https://blog.ipleaders.in/anti-bullying-laws
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psychopaths. Women fall easy prey to these psychopaths and are lured into a vicious web
wherein they fall for them and give them all their personal information. Serial Killers also
frequent the web as they can hide in the anonymity and it is not easy to track them down. Very
rarely are these psychopaths caught.

E-Mail Spoofing

E-mail spoofing is email activity in which the sender address and other parts of the email
header are altered to appear as though the email originated from a different source. Because
core SMTP doesn’t provide any authentication, it is easy to impersonate and itself into the
person’s computer triggers the virus.! Any mails sent forward to the other person’s to whom the
mails are sent. A worm can employ various methods of transferring the data.

Some Reported Cases on violence against women in online platform:
1. Manish Kathuria Case?

There is a case of Mrs.Ritu Kohli. She complained to the police that a person was using her
identity to chat over the internet at the website www.mirc.com, mostly in the Delhi channel for
four consecutive days. She also complained that the person was chatting on the net using her
name and giving address and phone number and was talking in obscene language. Mrs.Kohli
received about 40 such calls in the span of 3 days from places like Kuwait, Cochin, Bombay and
Ahmedabad. Delhi police traces the IP addresses to a Manish Kathuria. He pleaded guilty and
was arrested under section 509 of the IPC nothing in the IT Act.

In June 2000, a man was arrested by the Delhi Police for assuming the identity of
ex- employer’s wife and distributing her phone number. When the victim reported to the police
that she was getting obscene calls in the middle of the night the police located the accused in
the online chat room and then traced him by the telephone line used by him to access the
internet.

2. A Dubai based NRI was lured by an anonymous man on the internet who after winning her
love started blackmailing her. He also sent fake copies of the love letters to her friends. Charges
were framed under section 292, 389, 420, 465, 467, 468, 469, 474 IPC and section 67 of the IT Act.

3. A Company’s employee started sending derogatory, defamatory and obscene emails about
the company’s female Managing Director. The emails were anonymous and frequent and were
sent to many of the company’s business associated to tarnish the image and goodwill of the

Company. The accused was later identifies by hiring a Private Computer Expert. Delhi High

" https://blog.malwarebytes.com/cybercrime/2016/06/email-spoofing/ retrieved on 02/10/2016.
*P Shah, Cyber staliking & the Impact of its Legislative Provisions in India, http://www.legalindia.in/cyber-
stalking-the-impact-of-its-legislative-provisions-in-India (Last visited on 02/10/2016).
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Court granted an injunction and restrained the employee from sending, publishing and
transmitting emails which were defamatory to the plaintiffs."

4. Some unknown persons had created an email id using the name of a lady and using her
email id to post messages on five web pages describing her as a call girl with her contact
numbers. Investigation was carried on the Chennai Police where the IP address and the ling
details obtained from ISP were traced to two cyber cafes in Mumbai. Complainant received that
she had refused a former college mate who had proposed to marry her. The police arrested this
person and on examining his sim card found the complainant’s number and the owner of the
cyber café also identified this man. A charge sheet was filed U/S 67 of the IT Act 2000, 469 and
509 IPC. The accused was sentenced to 2 years of rigorous imprisonment. (State of Tamil Nadu
v. Suhas Khatti, Egmore, Chennai 2004)*

5. Criminal enterprises benefit from the relative anonymity that the internet provides. With
the strategic use of ISP by the criminals it becomes very difficult for the law enforcement to
tackle them down as they relocate their ISP when they come to know that some law
enforcement agencies are tracking them. These criminals sometimes work alone and in some
cases they work in gangs. The major source of online exploitation is images of women where
individuals pay some fee to access these sites. Other platforms are image-sharing sites, free
hosting platforms and hacked websites. The less formal peer to peer networks do not leave a
money trail and so it becomes difficult to track them down.

International and National Laws against Cyber crime.

At the international level Article 6 of Convention on the Elimination of all Forms of
Discrimination against Women (CEDAW)® convention urges States Parties to take all appropriate
measures, including legislation, to suppress all forms of traffic in women and exploitation of
prostitution of women. Beijing Declaration of women also highlighted the issue of technology
and women. Declaration pointed out that the continued projection of negative and degrading
images of women in media communications - electronic, print, visual and audio - must be
changed. Print and electronic media in most countries do not provide a balanced picture of
women’s diverse lives and contributions to society in a changing world. In addition, violent and
degrading or pornographic media products are also negatively affecting women and their

participation in society.

' The Times of India, Dec 18 (2010) “Cyber defamation increasing in India available on
http://articles.timesofindia.indiatimes.com/2010-12-18/security/28256203_1_cyber-defamation-blog-sites-
mega-housing- project

*The case of Tamil Nadu v Suhas Katti is worth mentioning for the fact that the conviction was successfully

achieved within a relatively quick time of 7 months from the filing of the FIR. Considering that similar cases

have been pending in other states for a much longer time, the efficient handling of the case which happened

to be the first case of the Chennai Cyber Crime Cell going to trial is applaudable.
* http://www.un.org/womenwatch/daw/cedaw/ retrieved on 02/10/2016.

59



International Journal of Law, Education, Social and Sports Studies (I]LESS)
Volume: 5, S2,2018 (November)

ISSN: 2455-0418 (Print), 2394-9724 (online)
http://www.ijless.kypublications.com/

In India the term ‘pornography’ when used in relation to an offence is not defined in any
statutes in India but the term ‘obscenity’ has been effectively explained in two statutes in India,
and these legislations prescribe that ‘obscenity’ in certain circumstances constitutes an
offence.’ These legislations are

* The Indian Penal Code, 1860 (IPC) and

»  The Information Technology Act, 2000 (IT Act)

Section 292 of the IPC comprehensively sets out the circumstances in which ‘obscenity’ and/
or any ‘obscene’ material is an offence. According to section 292,“Whoever sells, let to hire,
distributes, publicly exhibits ; Imports, exports or conveys and obscene object; Takes part in or
receives profits from any business in the course of which he knows or has reason to believe that
any such obscene objects ; Advertises or makes known by any means ;Offers or attempts to do
any act which is an offence under section 292.

Section 292 also sets out the purposes under which obscenity is not deemed to be an offence and
these are when any such material is used for interest of science, literature, art or learning or
other purposes of general concern and in any Ancient Monuments and Archaeological Sites and
Remains Act 1958 or in any temple, or on any car used for the conveyance of idols.

From a plain reading of Section 292 of the IPC it appears that if a person is in mere possession of
the obscene material for his personal use without any intention to perform any of the purposes
specified in section 292 it may not be an offence under section 292. In the case of

Jagdish Chawla & Others v. The State of Rajasthan?

The accused was caught viewing an obscene film on the television with the accused was
caught viewing an obscene film on the television with the help of a VCR which along with the
cassette was seized and a case under section 292 of the IPC was registered. The accused filed a
petition in that simply being in possession of a blue film could not make a person guilty under
section 292 unless it was further proved that the purpose of keeping the same was selling or
letting it on hire. However it would be prudent to be aware that a prosecution may lie for mere
possession of obscene material which may be for his own personal use, actually aids and abets
the publication, sale, hire, distribution etc of the obscene material, which is an offence under
section 292. And under section 111 of the IPC, the abettor is held to be equally guilty of the
offence which he has abetted provided it is proved that the offence is a probable consequence of
the abetment.

Section 67 of the IT Act lays down the law that obscenity is an offence when it is
published or transmitted or caused to be published in any electronic form. The expressions,
‘publishing’ or ‘transmission’ have not been specifically defined under the IT Act, but the

commentaries suggest that ‘publishing means making information available to people’.

! Law, Technology and Women: Challenges and Oppurtunities, Reference Press, New Delhi [2010], Pg.206.
* https://indiankanoon.org/doc/170577355/ retrieved on 02/10/2016.
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Transmission may be addressed to an intended recipient for his personal use. But that is not
relevant. The act of ‘transmission’ is sufficient to constitute an offence under section 67 of the
IT Act.

Therefore if any obscene material is published or transmitted in any electronic form it
is an offence under section 67 of the IT Act. The transmission” and not mere possession of
obscene information is an offence. The provisions of section 67 of the IT act are therefore
similar to section 292 of the IPC where mere possession of the obscene material for one’s own
personal use may not be construed as on offence, However, it would be advisable to be
cognizant of the fact that the prosecution can take a plea of abetment in a case of mere
possession.

In the context of cybercafés in particular, if a customer downloads any obscene material for
his personal viewing on the terminal assigned to him and this fact is known to the owner of the
cybercafé would be liable under section 292 of the IPC read with Section 67 of the IT Act.
Provided however, if it is established that this act was without the knowledge of the owner of
the cybercafé it could be difficult for the prosecution to sustain its plea under section 292 and
section 67 of the IT Act.

The law relating to the liability of cybercafé owners under these provisions of the IPC
and the IT Act is not very well settled and therefore open to subjective interpretation. To
mitigate liability and to avoid possible criminal prosecution the cybercafé owners could perhaps
make an attempt to take protection under section 79 of the IT Act which absolves
‘intermediaries’, who only provide access to content but do not provide content itself, by
extending the argument of intermediaries to cybercafés. The grounds of defense could be also
made stronger by setting up a mechanism whereby the customers are prevented from accessing
any obscene websites and disclaimers are displayed prominently informing customers that
obscenity is an offence which is punishable with imprisonment and that despite the warning, if
customers still view such websites, they will be personally responsible and not the owner of the
cybercafé.

Under the circumstances, the law as it stands on obscenity with regard to the liability
it imposes on the owners of cybercafés is certainly not free from doubt and casts an onerous
obligation on them to successfully defend a prosecution under the relevant provisions of the IPC
and the IT Act. However, if certain precautions are observed such as establishing mechanisms
which block such websites and displaying the disclaimers as suggested above, prominently, at
least may help in providing a good defense. Regarding the punishment if we analyze the
sections under 292 of the IPC for the first conviction a term of imprisonment (simple or
rigorous) which may extend to two years, and with fine which may extend to two thousand
rupees, and in the event of a second or subsequent convictions, with imprisonment (simple or

rigorous) for a term which may extend to five years, and also with fine which may extend to
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giver thousand rupees. The punishment for an offence under Section 67 of the IT Act is on first
conviction with imprisonment (simple or rigorous) for a term which may extend to one lakh
rupees and in the event of a second or subsequent convictions with imprisonment (simple or
rigorous) for a term which may extend to ten years and also with fine which may extend to two
lakh rupees.
Conclusion
In this Age of information the ‘virtual world’ reigns supreme and it shapes our political,

social and cultural outlook. Online abuse does not stay limited to cyberspace only. Shying away
or going offline will not be able to solve the problem. Law enforcement agencies have to realize
the gravity of the situation and frame laws accordingly and they have to realize the fact that the
victims of online exploitation must live with their abuse for the rest of their lives. The whole
scenario of cyber victimization is very complex and in the absence of empirical date it becomes
very difficult to prove it. Cyber victimization is a violation of the fundamental rights and is
gender harassment. The Information Technology Act still needs to be modified since it does not
specify any crime specifically as against women and children.
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Introduction:

The evolution of Information Technology (IT) gave birth to the cyber space wherein
internet provides equal opportunities to all the people to access any information, data storage,
analyse etc. with the use of high technology. Internet makes human beings comfy in their
routine life. Information technology has widened itself and has become the main spring of
today’s global and technical development. In the era of cyber world as the usage of computers
became more popular, there was expansion in the growth of technology as well, and the term
‘Cyber’ became more familiar to the people. With the numerous advancement of internet, the
crime using internet has also widened its roots in all directions. Due to increase in the number
of netizens, misuse of technology in the cyberspace was clutching up which gave birth to cyber
crimes at the domestic and international level as well.

With the emergence of technology the misuse of technology has also expanded to its
optimum level and then there arises a need of strict statutory laws to regulate the criminal
activities in the cyber world and to protect technological advancement system.

CYBER CRIMES

Though the word Crime carries its general meaning as “a legal wrong that can be
followed by criminal proceedings which may result into punishment” whereas Cyber Crime may
be “unlawful acts wherein the computer is either a tool or target or both'

Cyber crimes can involve criminal activities that are traditional in nature, such as theft,
fraud, forgery, defamation and mischief, all of which are subject to the Indian Penal Code. The
abuse of computers has also given birth to a gamut of new age crimes.’

It could be hackers vandalizing your site, viewing confidential information, stealing
trade secrets or intellectual property with the use of internet. It can also include ‘denial of
services’ and viruses attacks preventing regular traffic from reaching your site.

Cyber crimes are not limited to outsiders except in case of viruses and with respect to
security related cyber crimes that usually done by the employees of particular company who
can easily access the password and data storage of the company for their benefits. Cyber crimes
also includes criminal activities done with the use of computers which further perpetuates

crimes i.e. financial crimes, sale of illegal articles, pornography, online gambling, intellectual

" https://definitions.uslegal.com/c/cybercrimes/
* The Information Technology Act, 2000.
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property crime, e-mail, spoofing, forgery, cyber defamation, cyber stalking, unauthorized access

to Computer system, theft of information contained in the electronic form, e-mail bombing,

physically damaging the computer system etc. Cyber Crimes which are growing day by day, it is

very difficult to find out what is actually a cyber crime and what is the conventional crime so to

come out of this confusion, cyber crimes can be classified under different categories which are

as follows:!

1. Cyber Crimes against Persons:

There are certain offences which affects the personality of individuals can be defined as:

>

Harassment via E-Mails: It is very common type of harassment through sending letters,
attachments of files & folders i.e. via e-mails, Facebook, Twitter etc.

Cyber-Stalking: 1t means expressed or implied a physical threat that creates fear
through the use to computer technology.

Dissemination of Obscene Material: It includes Indecent exposure/ Pornography
(basically child pornography), hosting of web site containing these prohibited
materials.

Defamation: It is an act of imputing any person with intent to lower down the dignity of
the person by hacking his mail account and sending some mails with using vulgar
language to unknown persons mail account.

Hacking: It means unauthorized control/access over computer system and act of
hacking completely destroys the whole data as well as computer programmes. Hackers
usually hacks telecommunication and mobile network.

Cracking: It is a dreadful feeling to know that a stranger has broken into your computer
systems without your knowledge and consent and has tampered with precious
confidential data and information.

E-Mail Spoofing: A spoofed e-mail may be said to be one, which misrepresents its origin.
It shows it’s origin to be different from which actually it originates.

SMS Spoofing: Spoofing is a blocking through spam which means the unwanted
uninvited messages. Here a offender steals identity of another in the form of mobile
phone number and sending SMS via internet and receiver gets the SMS from the mobile
phone number of the victim. It is very serious cyber crime against any individual.
Carding: It means false ATM cards i.e. Debit and Credit cards used by criminals for their
monetary benefits through withdrawing money from the victim’s bank account mala-

fidely. There is always unauthorized use of ATM cards in this type of cyber crimes.

! Harpreet Singh Dalla & Ms. Geeta, Cyber Crime - A Threat to Persons, Property, Government and Societies,

International Journal of Advanced Research in Computer Science and Software Engineering, Volume 3, Issue
5, May 2013 ISSN: 2277 128X, Available online at: www.ijarcsse.com
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>

>

Cheating & Fraud: It means the person who is doing the act of cyber crime i.e. stealing
password and data storage has done it with having guilty mind which leads to fraud and
cheating.

Child Pornography: It involves the use of computer networks to create, distribute, or
access materials that sexually exploit underage children.

Assault by Threat: refers to threatening a person with fear for their lives or lives of

their families through the use of a computer network i.e. E-mail, videos or phones.'

2. Crimes Against Persons Property:

As there is rapid growth in the international trade where businesses and consumers are

increasingly using computers to create, transmit and to store information in the electronic form

instead of traditional paper documents. There are certain offences which affects persons

property which are as follows:

>

Intellectual Property Crimes: Any unlawful act by which the owner is deprived
completely or partially of his rights is an offence. The common form of IPR violation
may be said to be software piracy, infringement of copyright, trademark, patents,
designs and service mark violation, theft of computer source code, etc.

Cyber Squatting: It means where two persons claim for the same Domain Name either
by claiming that they had registered the name first on by right of using it before the
other or using something similar to that previously.

Cyber Vandalism: Vandalism means deliberately destroying or damaging property of
another. Thus cyber vandalism means destroying or damaging the data when a network
service is stopped or disrupted. It may include within its purview any kind of physical
harm done to the computer of any person. These acts may take the form of the theft of
a computer, some part of a computer or a peripheral attached to the computer.

Hacking Computer System: Hacktivism attacks those included Famous Twitter, blogging
platform by unauthorized access/control over the computer.

Transmitting Virus: Viruses are programs that attach themselves to a computer or a file
and then circulate themselves to other files and to other computers on a network. They
usually affect the data on a computer, either by altering or deleting it. Worm attacks
plays major role in affecting the computerize system of the individuals.

Cyber Trespass: It means to access someone’s computer without the right authorization
of the owner and does not disturb, alter, misuse, or damage data or system by using
wireless internet connection.

Internet Time Thefts: Basically, Internet time theft comes under hacking. It is the use by

an unauthorised person, of the Internet hours paid for by another person. The person

'Kharat, Shital, Cyber Crime - A Threat to Persons, Property, Government and Societies (March 1, 2017).
Available at SSRN: https://ssrn.com/abstract=2913438 or http://dx.doi.org/10.2139/ssrn.2913438
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who gets access to someone else’s ISP user ID and password, either by hacking or by
gaining access to it by illegal means, uses it to access the Internet without the other
person’s knowledge.!
3. Cybercrimes Against Government:
There are certain offences done by group of persons intending to threaten the
international governments by using internet facilities. It includes:

> Cyber Terrorism: Cyber terrorism is a major burning issue in the domestic as well as
global concern. The common form of these terrorist attacks on the Internet is by
distributed denial of service attacks, hate websites and hate e-mails, attacks on sensitive
computer networks etc. Cyber terrorism activities endanger the sovereignty and
integrity of the nation.

» Cyber Warfare: It refers to politically motivated hacking to conduct sabotage and
espionage. It is a form of information warfare sometimes seen as analogous to
conventional warfare although this analogy is controversial for both its accuracy and
its political motivation.

» Distribution of pirated software: It means distributing pirated software from one
computer to another intending to destroy the data and official records of the
government.,

» Possession of Unauthorized Information: It is very easy to access any information by the
terrorists with the aid of internet and to possess that information for political, religious,
social, ideological objectives.’

4, Cybercrimes Against Society at large:
An unlawful act done with the intention of causing harm to the cyberspace will affect
large number of persons. These offences includes:

» Child Pornography: It involves the use of computer networks to create, distribute, or
access materials that sexually exploit underage children. It also includes activities
concerning indecent exposure and obscenity.

» Cyber Trafficking: It may be trafficking in drugs, human beings, arms weapons etc.
which affects large number of persons.

» Online Gambling: Online fraud and cheating is one of the most lucrative businesses that
are growing today in the cyber space. There are many cases that have come to light are

those pertaining to credit card crimes, contractual crimes, offering jobs, etc.

! Dhawesh Pahuja, CYBER CRIMES AND THE LAW, Posted On July 17, 2011 by Legal India, Legal New and Law
Resourse Portal, https://www.legalindia.com/cyber-crimes-and-the-law/

? Opcit., Harpreet Singh Dalla & Ms. Geeta, Cyber Crime - A Threat to Persons, Property, Government and
Societies
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» Financial Crimes: This type of offence is common as there is rapid growth in the users of
networking sites and phone networking where culprit will try to attack by sending
bogus mails or messages through internet. Ex: Using credit cards by obtaining password
illegally.

» Forgery: It means to deceive large number of persons by sending threatening mails as
online business transactions are becoming the habitual need of today’s life style.'

CERTAIN FORMS OF CYBER CRIMES AGAINST WOMEN

There are various types of cyber crimes committed against the women at large, of

which some have sensitive effects on the image and security of women are as follows:-*
Cyber Stalking: “Cyber Stalking is the use of the internet or other electronic means to stalk or
harass an individual, a group of individuals or an organization. It may include the making of
false accusations or statements of the fact, monitoring, making threats, identity theft, damage
to data or equipment, and the solicitation of minors for sex, or gathering information that may
use to harass.”

It is one of the most talked about cyber crimes which usually occurs with women and
children who are stalked by men, adult predators or pedophiles. Oftentimes, the victim of cyber
stalker is new on the web and inexperienced with the rules of internet use and safety. There are
four reasons behind cyber stalking namely, for sexual harassment, for revenge and hate, for
obsession love, and for ego and power trips. Women are targeted via websites, discussion
forums, chat rooms, blogs and emails etc. The availability of free emails, and websites space, as
well as anonymity has contributed to the increase of cyber stalking as a form of violence.

Cyber Defamation: Cyber violence which includes libel and defamation is another common online
crime against women. It occurs when someone posts defamatory matter about someone on
website or sends emails containing defamatory information to all that of person’s friends.
Generally, emotion breakups may lead to the male member to spread lies and false information
about the female member to other members through his own posts, community walls, fake
profiles etc. The harm through defamatory statements about any person on a website is
widespread and irreparable, as the information is available to the entire world, affects the
victim as a whole.*

Email Spoofing: The common method which is used by men is to email vulgar photographs of

themselves to women, praising their beauty and asking for date etc.

' 1bid.,

’Halder, Debarati, Cyber crime against women in India, http://www.cyberlawtimes.com/articles/103.html
*Available at; http://en.wikipedia.org/wiki/Cyberstalking Accessed on March 11, 2018

4

http://www.helplinelaw.com/employment-criminal-and-labour/CDII/cyber-defamation-inindia.html,

Accessed on March 11, 2018.
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In Tamil Nadu, a 21-year-old Salem girl had finished her B.Sc and was looking for a job.
The girl found her morphed pictures tagged on her account last week. Upset over the incident,
she informed her parents, who registered a complaint with the police on 23 June. However, after
the police took on the case, another picture was uploaded on the site along with her father's
mobile number, which spurred the girl to commit suicide. The family of the girl have blamed
delay in action on the police."

According to The Hindu report, the police informed the girl's father that they would
need to collaborate with the cyber crime cell to nab the culprits and sought 15 days time for the
investigation. However, the girl, after seeing the second image decided to end her life.?

In a separate case October 2015, two boys in Bengaluru along with their friends
kidnapped a 15-year-old and clicked her nude pictures. The girl committed suicide. Her suicide
note read: “I have decided to die as I have lost my honour. I and my family need justice.”

These are not isolated cases but one of the few cases of online harassment and cyber
stalking that were reported by the media. According to National Crime Records Bureau data, the
number of cases for obscene publication and transmission in electronic form under the
Information Technology Act, 2000, has risen since 2007, when 99 such cases were reported. The
number rose to 105 in 2008, 139 in 2009, 328 in 2010, 496 in 2011 and 589 in 2012. The figure
more than doubled to 1,203 in 2013. In 2014, 758 crimes were reported, in which 491 people were
arrested.

“Online harassment and cyber crimes have not been given the kind of priority in India as these
deserve. The mindset is such that these crimes are perceived as minor crimes. And going by the numbers,
we know that by and large, India has failed in getting the requisite cyber crime convictions, and the
number of such crimes is rising,” said cyber law expert and Supreme Court advocate Pavan Duggal.

In an instance, a couple enters in a chat room agreeing to strip for each other using a
web camera. The guy stripped, but the person at the other end was actually another man and
his friends, who obviously didn’t. They recorded it and uploaded the clip on a porno website.
These things happen in every city but only one in every 500 cases is reported.”*

Cyber Pornography is another type of online threat to women’s security. It is the graphic,
sexually explicit subordination of women through pictures or words that also includes
pornography is verbal or pictorial material which represents or describes sexual behavior that

is degrading or abusive to one or more of participants in such a way as to endorse the

! The Times of India, June 28, 2016.
*The Hindu, June 29, 2016.
*Deccan Herald, Bengaluru, October 6, 2015.

* Pavan Duggal is one of the pioneers in the field of cyber law. He is practicing Advocate, Supreme Court of

India and a cyber law consultant. He is the founder president if Cyber law Asia. Accessed on July 30, 2013,

Available at; http://www.cyberlaws.net/cyberindia/column.htm
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degradation. The person has chosen or consented to be harmed, abused, subjected to coercion
does not alter the degrading character of such behavior. Cyber Space has provided medium for
the facilitation of crimes like pornography.

Websites show pornographic material on internet today. It can be reproduced more
cheaply and quickly on new media like hard disk, floppy disk, and CD-ROMs. Full motion video
clips and complete movies are also available now besides still pictures and images. According to
IT Amendment Act 2008, crime of pornography under section 67-A, whoever publishes and
transmits or causes to be a published and transmitted in the electronic form any material which
contains sexually explicit act or conduct can be called as pornography. Section 292/293/294,
500/506 and 509 of Indian Panel Code, 1860 are also applicable.

Cyber Morphing is related with pornography and we can also say it, a cyber obscenity.
Female members’ photographs are taken from their personal albums and are morphed for
pornographic purpose by using parts of the pictures, for example, the head and up to breast.
Female pictures are downloaded by fake users and again reposted on different websites by
creating fake profiles after morphing them. This is the violation of Information Act 2000, and
attracts section 43 and 66 of this act. It can also be booked under Indian Panel Code. Lack of
awareness of these types of crimes encourages criminal to commit this mischief.

Cyber Hacking: In this kind of cyber violence, some particular targets are chosen for
hacking their profiles, using their personal information for evil purposes. Moreover, the hacker
may even distribute open invitations for having sex with the profile owner at her home address.
Section 43(a) and 66 under IT amendment Act, 2008 and section 379 and 406 of Indian Penal
Code are applicable for punishment after the law regarding cyber hacking is broken.

Virtual Rape via Cyberspace is another violent and brutal type of cyber victimization where
women are targeted by the scoundrels or harassers in the cyber space. He either posts vulgar

” o«

messages such as, “I will rape you”, “I will tear you up”, your internet id well be f..ed off” etc, or
particular community members may “mob attack” the targeted female with such words which
successfully creates more enthusiasm among other unrelated members to comment on the
victim’s sexuality. Then the profile owner becomes a hot topic vulgar name calling, erotic
discussions, sexual image etc.

In the recent past, journalists like Barkha Dutt, student leaders like Shehla Rashid, and
actors like Swara Bhaskar have faced horrific online abuse. Rape and death threats and other
forms of gendered abuse have been directed at them for merely expressing their opinions
online.

A major consequence of online abuse is the silencing effect it has on women, sometimes
forcing them to shut themselves out of online spaces. A survey by Feminism in India, a digital

platform, found that 28% of women who experienced online abuse said they intentionally

reduced their online presence. Amnesty International conducted astudy on online
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violenceagainst women in 2017 which showed that more than 75% of women surveyed across
eight countries (Denmark, Italy, New Zealand, Poland, Spain, Sweden, the UK and USA) who had
experienced abuse or harassment made changes to the way they used social media platforms.’

These are some most discussed forms of cyber victimization against women in cyber
space which generally occurs in our super-macho society. Apart from these, cyber victimization
encompasses cyber bullying, cheating, phishing, domestic violence via cyber flame,
impersonate, blackmailing etc. Unfortunately, Information Technology Act 2000 which was also
amended for cyber security in 2008 deals with such offences but it does not mention any crime
specifically as against women and children. Thus, it still needs to be modified and strictly to be
undertaken.

INFORMATION TECHNOLOGY LEGISLATIONS IN INDIA
The Information Technology Act, 2000

The Information Technology Act, 2000, was thus passed as the Act No.21 of 2000, got
President assent on 9 June and was made effective from 17 October 2000. The Act essentially
deals with the following issues: Legal Recognition of Electronic Documents, Legal Recognition of
Digital Signatures, Offenses and Contraventions, Justice Dispensation Systems for cyber
crimes.

It is against this background the Government of India enacted its Information
Technology Act 2000 with the objectives stated in the preface to the Act, “to provide legal
recognition for transactions carried out by means of electronic data interchange and other
means of electronic communication, commonly referred to as "electronic commerce", which
involve the use of alternatives to paper-based methods of communication and storage of
information, to facilitate electronic filing of documents with the Government agencies and
further to amend the Indian Penal Code, the Indian Evidence Act, 1872, the Bankers' Books
Evidence Act, 1891 and the Reserve Bank of India Act, 1934 and for matters connected therewith
or incidental thereto.”

The Information Technology Amendment Act 2008

Information Technology Act Amendment which came into force after Presidential
assent in Feb 2009 has following salient features:

Liability of body corporate towards Sensitive Personal Data-New amendment was brought in
changes in section 43 of IT Act 2000 in which for the fist time any body corporate which deals
with sensitive personal information does not have adequate controls resulting in wrongful loss
or wrongful gain to any person is liable to pay damages to that person to the tune of five crores.

Introduction of virus, manipulating accounts, denial of services etc made punishable-Section 66
has been amended to include offences punishable as per section 43 which has also been

amended to include offences as listed above; punishment may lead to imprisonment which may

! https://amnesty.org.in/need-talk-online-violence-women-india-2/§
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extend to three years or with fine which may extend to five lakh rupees or with both. This is a
change from earlier position where introduction of virus, manipulating some ones account has
been made punishable with imprisonment for the first time.

Phishing and Spam- While this has not been mentioned specifically but this can be
interpreted in the provisions mentioned here in section 66 A. Through this section sending of
menacing, annoying messages and also misleading information about the origin of the message
has become punishable with imprisonment up to three years and fine

Stolen Computer resource or communication device - Newly added Section 66B has been
introduced to tackle with acts of dishonestly receiving and retaining any stolen computer
resource. This has also been made punishable with three years or fine of one lakh rupees or
both.

Misuse of Digital Signature-Section 66C. Dishonest use of somebody else’s digital signature
has been made punishable with imprisonment which may extend to three years and shall also
be liable to fine with may extend to rupees one lakh.

Cheating-Cheating using computer resource has been made punished with
imprisonment of either description for a term which may extend to three years and shall also be
liable to fine which may extend to one lakh rupee (section 66D)

Cyber terrorism- The newly introduced section 66F talks about acts of cyber terror which
threatens the unity, integrity or sovereignty of India or strike terror in the people or any
section of the people include
1. Denial of service of resources in use by nation
2. Attempting to penetrate or access a computer resource without authorization or
exceeding authorized access
Introducing or causing to introduce any computer contaminant likely to cause
death or injuries to person or damage to or destruction of property or disrupts or
knowing that it is likely to cause damage or disruption of supplies or services
essential to the life of the community or
knowingly or intentionally penetrates or accesses a computer resource without
authorisation or exceeding authorised access, and by means of such conduct
obtains access to information, data or computer database that is restricted for
reasons for the security of the State or foreign relations, or any restricted
information, data or computer database, with reasons to believe that such
information, data or computer database so obtained may be used to cause or likely
to cause injury to the interests of the sovereignty and integrity of India, the
security of the State, friendly relations with foreign States, public order, decency or
morality, or in relation to contempt of court, defamation or incitement to an

offence, or to the advantage of any foreign nation, group of individuals or
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otherwise, commits the offence of cyber terrorism. These acts have been made
punishable with Imprisonment which may extend to imprisonment for life.

Child Pornography- Newly introduced section 67 B attempts to address the issue of child
pornography. Through this section it has made the publication or transmission of material in
any electronic form which depicts children engaged in sexually explicit act or conduct, any one
who creates, facilitates or records these acts and images punishable with imprisonment of five
years and fine which may extend up to ten lakhs in first offence and seven years and fine of ten
lakhs on subsequent offence

Intermediary’s liability- Intermediaries have been made liable to retain any information
in the format that Central government prescribes. (Sections 67C) and are punishable for
violation with a punishment of imprisonment of 3 years and fine In case of any act which affects
national sovereignty intermediaries are liable to seven years (Section 69(4))

Surveillance, Interception and Monitoring- In order to compact cyber terrorism the
government has further armed itself with drastic powers Sections 69 of IT Act 2000 amended
enhances the scope from the 2000 version to include interception and monitoring. This has been
a major change in the section which also empowers government not only to monitor any traffic
but also block any site through any intermediary. Any failure on part of the intermediary is
punishable by seven years and also fine (Section 69(4)). Earlier the provision did not mention
any fine.

Cognizance of cases- All cases which entail punishment of three years or more have been
made cognizable. Offences with three years punishment have also been made bailable (Section
77B). This change though welcome will make sure most cases falling under IT Act will ebailable
with sole exception of Cyber terrorism cases, cases related to child pornography and violations
by intermediaries in some cases.

Investigation of Offences-One major change has been inclusion of Inspectors as
investigating officers for offences defined in this act (section 78). Earlier these investigations
were being done only by an officer of the rank of Deputy Superintendent of Police which was a
serious limitation mainly because number of officers in this rank is limited. With this change
one can look forward to more cases being filed and investigated by police.

SHORTCOMINGS OF THE ACT

Being the first legislation in the nation on technology, computers and ecommerce and
e-communication, the Act was the subject of extensive debates, elaborate reviews and detailed
criticisms, with one arm of the industry criticizing some sections of the Act to be draconian and
other stating it is too diluted and lenient.

While the Act has been successful in setting down the frame work of regulations in
Cyber Space and addresses a few pressing concerns of misuse of technology, it suffers from a

few serious lacunae that have not been discussed. the Act is a toothless legislation, which has
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not been completely effective in issuing penalties or sanctions against perpetrators who choose
to misuse the reach of cyber space. There are certain areas of cyber laws which need attention’
Spamming: Spam may be defined as Unsolicited Bulk E-mail. Initially it was viewed as a mere
nuisance but now it is posing major economic problems. In the absence of any adequate
technical protection, stringent legislation is required to deal with the problem of spam. The
Information Technology Act does not discuss the issue of spamming at all. USA and the
European Union have enacted anti spam legislation. In fact Australia has very stringent spam
laws under which the spammers may be fined up to 1.1 million dollars per day.

Phishing: Phishing is the criminally fraudulent process of attempting to acquire sensitive
information such as usernames, passwords and credit card details, by masquerading as a
trustworthy entity in an electronic communication. Phishing is typically carried out by e-mail
and often directs users to enter personal and financial details at a website. Phishing is an
example of social engineering technique used to fool users. There is no law against phishing in
the Information Technology Act though the Indian Penal Code talks about cheating, it is not
sufficient to check the activity of phishing. Recently a phishing attack was noticed on the
customers of State Bank of India in which a clone of the SBI website was used. What is worse is
that even SBI has not alerted its customers. So the need of the hour is a legislation which
prohibits the activity of phishing in India.

Data Protection in Internet Banking: Data protection laws primarily aim to safeguard the interest of
the individual whose data is handled and processed by others. Internet Banking involves not
just the banks and their customers, but numerous third parties too. Information held by banks
about their customers, their transactions etc. changes hand several times. It is impossible for
the banks to retain information within their own computer networks. High risks are involved in
preventing leakage or tampering of data which ask for adequate legal and technical protection.
India has no law on data protection leave alone a law governing an area as specific as protection
of data in electronic banking.

The Information Technology Act talks about unauthorized access but it does not talk
about maintaining integrity of customer transactions. The act does not lay down any duty upon
banks to protect the details of customers and clients. UK has a data protection law which was
enacted 10 years back that is in 1998 under which banks or any person holding sensitive
information may be held liable for damages if it fails to maintain adequate security protection in
respect of data. In India, a bank’s liability would arise out of contract as there is no statute on

the point.

! International cyber security law developments in 2015, Pavan Duggal in Cyber Laws in Today's Times | India |
ET https://blogs.economictimes.indiatimes.com/Cyberlawsintodaystimes/international-cyber-security-law-
developments-in-2015/
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Privacy Protection: Privacy and data protection are important issues that need to be addressed
today as information technology assumes greater importance in personal, professional and
commercial spheres. The European Union and the United States have strict policies relating to
privacy and protection of personal data when such data or information is being transferred out
of their domain.

It also pertinent to note here, that the absence of a specific privacy law in India has
resulted in a loss of substantial foreign investment and other business opportunities. This
deficiency has also served as an obstacle to the real growth of electronic commerce. Thus, a
statute addressing various issues related to privacy is of utmost importance today, if not an
entire act can be brought into force, then at least specific provisions relating to privacy and data
protection be incorporated into the Act.

Identity Theft: 1dentity theft worldwide is a growing problem. IT act 2000 fails to address this
issue. This is a major drawback considering the fact that majority of outsourcing work that India
does requires the companies in India to ensure there is no identity theft. In fact identity theft
was one of the main reasons for a major hue and cry over an incident involving personal
information of UK customers and an Indian web marketing company.[vi]

Cyber War: The issue of Cyber War has also not been discussed in the Act. International law is an
important part of any legal regime and due provisions need to be made in congruence with the
international framework of laws. India, in recent times, has faced a number of cyber attacks
from China and the Chinese hackers have overridden the Firewalls on Indian databases like a
Mongol army on rampage. In the 26/11 attacks a number of classified data were provided as
intel to the perpetrators from neighbouring nations conspiring against India. There are no
provisions in the Act to make such perpetrators liable for their actions.

In an interview Mr. Duggal stressed the need for overhauling the cyber security legal
regime in the country, saying, “A historical mistake was made when the IT (Amendment) Act,
2008, made almost all cyber crimes, barring a couple, bailable offences. The focus is more on
enhancing the quantum of civil liability and reducing the quantum of punishment, which
explains the reason why the number of cyber crime convictions in the country is in single
digits.”

Even the Internet Service Providers (ISP) who transmits some third party information
without human intervention is not made liable under the Information Technology Act, 2000.
One can easily take shelter under the exemption clause, if he proves that it was committed
without his knowledge or he exercised due diligence to prevent the offence. It’s hard to prove
the commission of offence as the terms “due diligence” and “lack of knowledge” have not been
defined anywhere in the Act. And unfortunately the Act doesn’t mention how the extra

territoriality would be enforced. This aspect is completely ignored by the Act, where it had
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come into existence to look into cyber crime which is on the face of it an international problem
with no territorial boundaries.

SUGGESTIONS FOR IMPROVEMENT

. The IT (Amendment) Act, 2008, reduced the quantum of punishment for a majority
of cyber crimes. This needs to be rectified.

. The majority of cyber crimes need to be made non-bailable offences.

. The IT Act does not cover a majority of crimes committed through mobiles. This

needs to be rectified.
. A comprehensive data protection regime needs to be incorporated in the law to

make it more effective.

. Detailed legal regime needed to protect privacy of individuals and institutions.
. Cyber war as an offence needs to be covered under the IT Act.
. Parts of Section 66A of the IT Act are beyond the reasonable restrictions on

freedom of speech and expression under the Constitution of India. These need to be
removed to make the provisions legally sustainable.
CONCLUSION

The Information Technology (Amendment) Act, 2008 serves as for an analysis of the
legislative exercise of law and policy formulation in the field of cyber crime legislation. This
study reveals that quite emphatically the need for carefully worded provisions, foresight in the
drafting process and imagination with respect to explanations to particular sections. The
inadequacies of the legislation and the resultant realistically anticipated problems reinforce the
notion that criminal legislations cannot be left open to broad interpretations, especially with
regard to internet regulations, considering the fact that cyberspace provides certain liberties in
action that make it easier to transgress laws, and with such characteristics inherent to the
environment, any regulatory mechanism or legislative measure must seek to be comprehensive,
clear and narrow in interpretive scope.

While the purpose of the Information Technology (Amendment) Act was to address
increasing trends of cyber crime, in actual practice, make it difficult to identify a cyber criminal,
the irony rests in the fact that what the Amendment Act eventually has created is a situation
wherein it perhaps, isn’t ‘easier to be a criminal’, but rather, ‘easier to be classified as a
criminal’. The danger, in both cases, cannot be overemphasised.

§The existing laws fall short to tackle the situation. India must bring in more rigid and
stringent laws in protecting women from cybercrime. The menace of cybercrime is not just
restricted to India, but to the whole of world. Hence, there is a need for coordinated and
integrated effort on part of the world community. Proper implementation of laws along with
public awareness and education of women concerning their rights and legal remedies will play a

crucial role in eradicating cybercrimes from our society.
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THE SOCIAL IMPACT OF PHISHING ATTACK- AN ANALYSIS
Mr. Mohamed Salihu M.,
Assistant professor in Sociology,
School of Law, Sathyabama Institute of Science and Technology, Chennai, Tamil Nadu.
INTRODUCTION
The word "phishing" comes from the analogy that Internet scammers are using email lures to
"fish" for passwords and financial data from the sea of Internet users. The term phishing was
coined in the 1996 timeframe by cybercriminals who were stealing America On-Line accounts by
scamming passwords from unsuspecting AOL users. The first report on the Internet phishing is
on the alt.2600 hacker newsgroup in January 1996; however the word may have been used even
earlier in the printed edition of the scammer newsletter "2600"."Ph" is a common scammer
replacement for "f", and is a nod to the original form of hacking, known as "phreaking".
Phreaking was coined by the earliest hacker, John Draper. John invented "hacking" by creating
the infamous Blue Box, a tool that he used to hack telephone systems in the early 1970s.This first
form of hacking was known as "Phone Phreaking".
The blue box emitted tones that allowed a user to restrain the phone switches, thereby making
long distance calls for free, or billing calls to someone else's phone number. This is in fact the
origin of a lot of the "ph" spelling in many hacker pseudonyms and scammer organizations.By
1996, hacked accounts were called "phish", and by 1997 phish were actually being traded
between cybercriminals as a form of currency. People would routinely trade 10 working AOL
(America On-Line)phish for a piece of hacking software that they needed.Over the years,
phishing scams grew from simply stealing AOL (America On-Line) dialup accounts into a more
sinister criminal enterprise. Phishing scam now target users of online banking, payment
services such as Paytm, PayPal, and online e-commerce sites. Phishing attacks are growing
rapidly in number and sophistication.
Phishing attacks in India
According to the RSA Quarterly Fraud Report for the period between January 1 to March 31,
2018, phishing accounted for 48 per cent of all cyber-attacks.The report that contains cyber
fraud attack and consumer fraud data and analysis, noted that Canada, the United States, India
and Brazil were the countries uttermost targeted by phishing.Other uttermost phishing-
targeted countries include Brazil in the fourth place, Netherlands (5th), Colombia (6th), Spain
(7th), Mexico (8th), Germany (9th) and South Africa (10th).As per the report, consumer
transactions and cyberfraud continue to grow in the smartphone channel. In the first quarter,
55 per cent of transactions originated in the smartphone channel and 65 per cent of fraud
transactions used a mobile application or browser.
The report further noted that the top hosting countries list for such attacks was topped by the
United States, followed by Russia and India in the second and third place, respectively.Others in
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the list comprise Australia in the fourth position, Canada (5th), France (6th), Luxembourg (7th),
Germany (8th), China (9th) and Italy (10th).The report represents a snapshot of the cyber scam
environment, providing actionable intelligence to consumer-facing organizations of all sizes and
types to enable more effective digital risk management.

In the year 2017, CERT-In (Indian Computer Emergency Response Team) handled 53081
incidents. The types of incidents handled were, Malicious Code, Phishing, Distributed Denial of
Service scams, Website intrusion & Malware propagation, Website Defacements and pirated
Scanning activities. In addition, 53692 spam incidents were also reported to CERT-In. The
summary of various types of incidents handled is given below:

Table 1: Breakup of Security Incidents handled various types of incidents handled by CERT-In

Security Incidents 2017
Phishing 552
Network Scanning / Probing 9383
Virus/ Malicious Code 9750
Website Defacements 29518
Website Intrusion & Malware Propagation 563
Others 3315
Total 53081
REVIEW OF LITERATURE

The researcher evaluated books, journals, newspapers and Govt. reports to summarize the
literature review and followings are the review of literature for this study:

Paul T. Augastine (2007) Phishing is a rapidly growing threat in cyber world and causing billions
of dollars in damage each and every year to internet users. It is an illegal activity which uses a
group of social engineering and technology to collect an Internet user's sensitive information.
The identification of phishing techniques can be performed in diverse methods of
communications like email,pop-up messages, instant messages or at web page level. Over the
period, many research articles have published with different techniques and procedures but
have failed to detect all associated risks and provide a comprehensive solution.

Majid yar(2006)Phishing is the fraudulent attempt to obtain sensitive information such as
usernames, passwords and credit card details by disguising as a reliable entity in an electronic
communication. Typically carried out by email spoofing or instant messaging, it often directs
users to enter personal information at a fake website, the look and feel of which are identical to
the legitimate site.

G.Ram Kumar (2006) Phishing is the internet age crime, born out of the technological advances
in internet age. “Phishing” is a newer form of social engineering. Typically, Phishing is a form of
social engineering, characterized by attempts to fraudulently acquire sensible information, such

as passwords, usernames, login IDs, ATM PINs and credit card details, by masquerading as a
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trustworthy person in an apparently official electronic communication, such as an email or an
instant message.
Anjali Kaushik (2013) Due to the broad nature of the phishing problem, he find important to
visualize the life-cycle of the phishing scams, and based on that categorize anti-phishing
solutions. He depict a flowchart describing the life-cycle of phishing campaigns from the
perspective of anti-phishing techniques, which is intended to be the most comprehensive
phishing solutions flowchart.
Dr.M.Dasgupta (2009)Phishing is an act of attempting a victim for fraudulently acquires sensible
information by impersonating a trustworthy third party, which could be a person or a reputed
business in an electronic communication. The objective of phishing attack is to trick receivers
into divulging sensitive information such as bank account numbers, passwords and credit card
details. For instance, a phisher may misrepresenting himself as a large banking corporation or
popular on-line auction site will have a reasonable yield, despite knowing little to nothing about
the receiver.
Julie S. Downs(2007)He surveyed 232 computer users to study what are the criteria that can
predict the susceptibility of a user to fall victims for phishing emails. The survey was formed in a
role play where each user was anticipated to analyze emails as well as answering a number of
questions. The outcome of the study was that those who had a good knowledge about the
definition of “phishing” were significantly less likely to fall for phishing emails, while
knowledge about other areas, such as spyware, cookies and viruses did not help in reducing
vulnerability to phishing emails. Interestingly, the survey showed that knowledge about
negative consequences (e.g. credit card theft) did not help in reducing vulnerability to phishing
emails and web pages. The study concluded that user educational messages should focus on
educating users about phishing scams rather than warning them about the dangers of negative
consequences
Huajun Huang (2009) the primary reasons that lead technology users to fall as victims for
phishing attacks are:

e Users ignore passive warnings (e.g. toolbar indicators).

e Alarge number of users cannot distinguish between phishing and legitimate sites, even

if they are told that their ability is being tested.

Steve Shen (2013)He shows a number of indirect characteristics that correlate between victims
and their susceptibility to phishing scams. According to his study, age and gender strongly
correlate with phishing susceptibility. They conclude that:

e Females tend to click on email links more often than males.

e People between 18 and 25 years old were much more likely to fall victim to phishing

scams than other age groups. This was justified to be caused by a lack of sufficient

experience and technical knowledge.

78



International Journal of Law, Education, Social and Sports Studies (IJLESS)
Volume: 5, S2,2018 (November)

ISSN: 2455-0418 (Print), 2394-9724 (online) _, ,
http://www.ijless.kypublications.com/ g

Em"/’n‘\.w.

RESEARCH METHODOLOGY
Statement of the problem
“We've seen a sharp decrease in phishing site activity since deploying the Tipping Point anti-
phishing filters, and block more than 9,000 phishing attacks per hour.”- Randy Williams.
The problem with phishing is that attackers constantly look for new and creative ways to fool
users into believing their actions involve a legitimate website or email. Phishers have become
more skilled at forging websites to appear identical to the expected location, even including
logos and graphics in the phishing emails to make them more convincing.
There are dangerous new advanced phishing methods that utilise personal information that is
easily available to the public in order to produce plausible and believable attacks that directly
target victims. Methods such as social phishing and context aware phishing are perfect
examples of attacks utilising the massive amount of public information to increase the
effectiveness of their scams.
Statistics (All over the World):
-156 million phishing emails sent everyday
- 16 million phishing emails make it through filters
- 8 million phishing emails are opened
- 800,000 links are clicked from the phishing emails
- 80,000 people fall for the scam every day, and give away personal information
to people who are trying to phish them.

- 9% of online Canadians have replied to spam mail unknowingly
- 7% have replied to spoof or phishing mail unknowingly
- 3% have entered bank details on a site they don't know, that’s over 1 million Canadians in total
- 95 percent of phishing e-mails pretend to be from Amazon, eBay, or banks.
Objectives
The followings are the objectives of this research paper

» To analyse the various types of Phishing.

» To describe the social impact of phishing.

» To identify the range of techniques in use phishing.

» To examine the causes of criminal behaviour of the phishers by applying social control

theory.

» To evaluate the solutions for phishing.
Research design
The Researcher used descriptive research method to analyze the secondary data which is about
social impact of phishing attack and its solutions.

TYPES OF PHISHING
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Phishing is an act that attempts to electronically obtain delicate or confidential information
from users (usually for the purpose of theft) by creating a replica website of a legitimate
organization. Phishing is usually perpetrated with the aid of an electronic device/tools (and a
computer network; they target the weaknesses existing in various detection systems caused by
end-users (who are considered to be the weakest element in the security sequence).

There are different types of phishing attacks prevalent at present scenario. The researcher
categorizing the phishing attack into different kinds:

Email Phishing

Phishing scam on the Internet starts with an email message that looks like an official
communication from a reliable source such as a bank, a credit card company or a reputable
online store. In the e mail recipients, are directed to a fraudulent website where they are asked
to provide personal information such as account numbers and/ or passwords. Message is sent
out to several people where they for example are told that there are problems with some credit
from the bank. The problem, however, according to e-mail, easily solved by following an
attached link to a website, where the victim is asked to enter his personal data like name, DOB
and credit card details. This data are then used to tap money from the card. It is all made more
credible when the e-mail looks like it is from a reputable bank and that the website you come to
look quite like the official website of this bank, defraud clean using a script that first open the
bank's actual website and then a smaller window, which loads from the attacker's server, where
the address bar is not visible. This allows for many looks as you come into the bank's website,
and it feels safer to enter the appropriate information. Figure 1 shows the email phishers web

page that will help us to understand what email phishing is.

From: on behalf of notianAmazoniemailfaddiesss/o1/2014 7:55 PM
anada.ca > A f
(noteitheimissing AlinFAmazon)

To: @sheridanc.on.ca
cc
Subject: Suspension

&1

amazoncom

else In order to prevent any fraudulent ity from oceurring we are required to apen an investiaation into this matter.
Weve locked your Amazon account, and you have 36 hours to verify it, or we have the right to terminate it

To confirnm your identity with us click the link bellow:

I hitps:/aw amazan.corr html I

Z Hoyvering over the link reveals it.points:to;a.non-Amazon
Sincerely, site - "hitp:/iredirect-kereskedj.com® a
—

The Amazon Associates Team

©1996-2013, Amazon.com, Inc. or its affiliates

Figure: 1
Ransomware
It is a subset of malware in which the data on a victim's computer is locked, typically

by encryption, and payment is demanded before the ransomed information is decrypted and
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access returned to the victim. The motive for ransom ware scam is nearly always monetary, and
unlike other types of attacks, the victim is usually notified that an exploit has occurred and is
given instructions for how to recover from the attack. Payment is often demanded in a virtual
currency, such asbit coin, so that the cyber attacker's identity isn't
known.Ransomware malware can be diffuse through malicious email attachments, infected
software apps, infected external storage devices and compromised websites. A growing number
of cyber-attacks have used remote desktop protocol and other approaches that don't rely on any
form of user interaction. In alock screen variant of a ransom ware scam, the malware may
change the victim's login credentials for a computing device; in a data kidnapping attack, the
malware may encrypt files on the infected device, as well as other connected network
tools.While early instances of these scams sometimes merely "locked" access to the web browser
or to the Windows desktop and did so in ways that often could be fairly easily reverse
engineeredand reopened cyber hackers have since created versions of ransomware that use
strong, public-key encryption to deny access to documents on the computer.

Famous ransomware: CryptoLocker and WannaCry

Perhaps the first example of a widely spread attack that used public-key encryption was Crypto
locker, a Trojan horse that was active on the internet/ web pages from September 2013 through
May of the following year. The malware urged payment in either bitcoin or a prepaid voucher,
and experts generally believed that the RSA cryptography used when properly implemented
was essentially impenetrable. In May 2014, however, a security firm gained access to
a command-and-control server used by the scam and recovered the encryption keys used in the
attacks. An online tool that allowed free key recovery was used to effectively defang the scam.

In May 2017, an attack called WannaCry was able to infect and encrypt more than a quarter
million systems globally. The malware uses asymmetric encryption so that the victim cannot
reasonably be expected to recover the key needed to decrypt the ransomed documents.

Rock phishing attacks

It is both a phishing toolkit and the entity that publishes the toolkit. Phishing is an email
criminal method in which the perpetrator sends out legitimate-looking email in an attempt to
gather personal and financial information from recipients. While the authors of the kit remain
anonymous, it has become the most popular phishing kit available online, with some estimates
suggesting that the kit is used for half of all phishing attack. Rock Phish is known for pioneering
the use of image spam. The Rock Phish toolkit first surfaced in the hacking society in 2004. It has
also proven particularly adept at evading the adaptive security measures taken by
website/networking professionals, earning the group grudging respect for their ability to stay
on the cutting point of technology and out of the hands of law enforcement. In beginning of the

21st century, a group of phishers arose who were suspected to be working in Eastern Europe.
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They were given the name “Rock phish gang” because the early version of their scams contained
word “Rock” in the URL. For example:
‘http:/www.bankname.securesite.com/rock/234/signing.html’

They are still very active although they are not using the same naming convention. They have
targeted multinational and local banks throughout USA, Europe and South America.

Man - in - The - Middle Phishing attack

Man in the middle Phishing attack(MITM) is an attack where the attacker secretly relays and
possibly alters the communication between two individuals who believe they are directly
communicating with each other. One example of a MITM is active eavesdropping, in which the
scammer makes independent connections with the victims and relays messages between them
to make them believe they are talking directly to each other over a private connection/network,
when in fact the entire conversation is controlled by the hacker. The scammer must be able to
intercept all relevant messages passing between the two victims and inject new ones. This is
straightforward in many circumstances; for example, an attacker within reception range of an
unencrypted wireless access point could insert himself as a man-in-the-middle. Figure 2 shows
the functions of MITM that will help us to understand what Man in the middle Phishing attackis.

Client (Bob) Attacker (Eve) Senver (Alice)

Figure:2
Example of MITM
Session Hijacking

Session hijacking is taking over a user session. Essentially it is when two computers establish a
connection and a scammer assumes the position of one of the computers through their session
id. Session hijacking can be performed locally on a user’s computer, or remotely as a part of a
man-in-the-middle attack. This form of attack is performed on two levels. Session hijack attacks
on the application layer are performed through TCP and UDP while hijacking on the network
layer involves the hijack of HTTP sessions.

These two kinds of attacks can often occur simultaneously, but it depends on the system being
attacked. Attacks on network level are most appealing for the attacker. The reason for this being
that their attacking program does not have to be tailor-made for the web application. It simply

can attack the data flow of the protocol, and that is common for all web applications.
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Types of session hijacking

Session fixation, where the attacker sets a user's session id to one known to him, for example by
sending the user an email with a link that contains a particular session id. The attacker now only
has to wait until the user logs

Cross-site scripting, where the attacker tricks the user's computer into running code which is
treated as trustworthy because it appears to belong to the server, allowing the scammer to
obtain a copy of the cookie or perform other operations.

Session side jacking,where the scammer uses packet sniffing to read network traffic between
two parties to steal the session cookie.

Many web sites use SSL encryption for login pages to prevent scammers from seeing the
password, but do not use encryption for the rest of the site once authenticated. This allows
scammers that can read the network traffic to intercept all the data that is submitted to the
server or web pages viewed by the client. Since this information includes the session cookie, it
allows him to impersonate the victim, even if the password itself is not compromised. Figure 3

shows the functions of Session hijacking which will help us to understand what Session

hijacking is.
CLIENT / VICTIM HOST/SERVER
Sesszion id: ABCDEF1234 i
;:! >< >
PC-PT PC-PT

PCO PC1

Session id: ABCDEF1234

Laptop-PT
Laptop0
Attacker

Figure:3
Content Injection phishing:
Content injection phishing is a kind of phishing in which the attacker put in harmful content
into a normal legal website. The content has is able to redirect the user to other sites and install
malware on users machine. It can also insert a frame of content which redirect data to a
phishing server.Figure 4 shows the scammer web page that will help us to understand what

Content injection phishing is.
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Search Engine Phishing

Another injection method that phishers use to lure users is that they make fake web pages for
products and services; search engines find these pages and give them index, so that in a search
done by a user, the search engine offers fake pages as elements of search result.

These pages offer usually goods and services in a very reasonable price. For example, a phisher
creates a page advertising an interest rate slightly higher any other real banks. Tempted victims
who have found these pages via search engines, enter their bank account credentials for a
“balance transfer” to the “new account”. The phisher receives sensitive information as part of
an order, sign-up or balance transfer.Figure 5 shows that the search engine phisher web page

that will help us to understand what search engine phishing is.

Bankof America %27

o

Fake Bank Borrow Invest (i Protect Plan
BrOWSeI’ Know your
with URL ~ balance
gt #2» Online Banking R
HTML 5 Take charge of your money with 24/7 access \_/‘ toadya;lg
Figure:5
SOCIAL IMPACT OF PHISING

The impact of phishing is far more insidious than just an invasion of privacy. It is used to
compromise computer security through social engineering. It can be used to steal money, steal
data, disrupt computer operations, ruin reputations, destroy important information or feed the
ego of an attacker. So when it comes to the people and society, phishing attacks are really
damaging the internet. we can always find some scams in your junk mail folder or ads on the

Facebook and twitter that try to link you to a fake website. With the fast growing phishing
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technology and rising social networking, people are getting more risks when they are sharing
the personal data in online. For instance, China has the most internet users in the world,
there’re about 200 million of them use online shopping and/or online business. Online shopping
has become very popular, because all user needs is a computer that is connected to the internet
or even a smartphone. But it has been officially reported that there are 10 thousand phishing
websites been created every day, 95% of them are auto-generated by scammers computers
themselves. Traditional anti-phishing technologies are lacking of identifying those
networks/websites. Most people that use online shopping have encountered the phishing scams
or similar traps, 80% of the phishing websites are getting viewed by both buyers and sellers and
20% of the phishing are succeed. The methods used by spammers have become more
sophisticated, and spam is now increasingly combined with malware and used as a device for
online scam or theft.

The damage caused by phishing scam does not only apply to monetary property alone. The
fragile bonds of trust that company build with their constituents are shattered in the process. As
people loss reliance in the reliability of electronic communication methods, companies loss
their customer base. In the case disasters, people can spend billions in preparation, to analyze
weaknesses and improve recovery time, only to have thrust shattered by phishing scams. This in
turn causes a significant loss in time, money and resources.

SOCIAL CONTROL THEORY

This theory describes internal means of social control. It has become one of the more widely
accepted explanations in the field of criminology in its attempt to account for rates in crime and
deviant behaviour. Unlike theories that seek to explain why people engage in deviant
behaviour, social control theories approach deviancy from a different direction. The theory
seeks to explain how normative system of rules and obligations in a given society serve to
maintain a strong sense of social cohesion, order and conformity to widely accepted and
established norms.

Social control theory was developed by American Sociologist Travis Hirschi in 1969.He refers to
four elements which constitute the societal bond. The followings are the important social bonds
to maintain a strong sense of social cohesion, order and conformity to widely accepted and
established norms.

1) Attachment - to the other individuals

2) Commitment - to following rules

3) Involvement -to typical social behaviors

4) Belief - a basic value system.
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Theoretical frame work

Attachment Commitment
Social Bond/Social control Involvement Belief

Figure:6

Figure 6 shows that the theoretical framework of social control theory that will help us to
understand the causes of criminal behaviour of phishers. Attachment, Commitment,
Involvement and Belief are the important elements for the social bond/ social control of the
individuals in the society. When one of these four elements break down, Hirschi hypothesizes
that an individual may participate in criminal activities.

CONCLUSION AND SOLUTIONS

Phishing is an vital problem that results in identity theft. Although simple, phishing attacks are
sorely effective and have caused billions of dollars of damage in the last couple of years. In many
cases, the phisher does not directly cause the economic damage, but resells the illicitly obtained
data on a secondary market. Hence, phishing scams are still and important problem and
solutions are required. Phishers use the downloaded webpage from the real Web site to make
the phishing webpage appears entirely the same as the real one does. Actually, phishing
webpage detection is similar to duplicated or plagiarized document detection in some extent.
Digital watermarking is one of the most widely used appraisals to protect digital information
from copyright infringements. Detecting the phishing websites is one of the crucial problems
facing the internet community because of its high impact on the daily online transactions
performed.

Phishing preys upon the susceptibility of the end user to divulge sensitive to a seemingly
trustworthy source. This makes it exceptionally difficult to combat at a user level because to
attempt to create an educated user base across the entirety of the internet seems a difficult, if
not impossible task. A large number of the anti-phishing techniques currently employed
experience a lag period between correctly identifying and blocked phishing campaigns, however
there have been promising strides taken forward in recent developments with email and
content filters as well as heuristics surrounding identification of phishing attacks.

In this paper, researcher observed the social impact of phishing and the followings are the
Solutions.But absolute security from phishing is myth.

Keep Informed About Phishing Techniques

New phishing scams are being developed all the time. Without staying on top of these new
phishing techniques, we could inadvertently fall prey to one. Keep eyes peeled for news about
new phishing scams. By finding out about them as early as possible, we will be at much lower
risk of getting snared by one. For IT administrators, ongoing security awareness training and
simulated phishing for all users is highly recommended in keeping security top of mind

throughout the company.
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Think Before Click

It’s fine to click on links when we’re on trusted sites. Clicking on links that appear in instant
messages and random emails, however, isn’t such a intelligent move. Hover over links that we
are unsure of before clicking on them. A phishing email may claim to be from a legitimate
organization and when you click the link to the website, it may look exactly like the real
website. The email may ask to fill in the information but the email may not contain our name.
Most of the phishing emails will start with “Dear Customer” so we should be alert when you
come across these emails. When we have doubt, go directly to the source rather than clicking a
potentially dangerous link.

Install an Anti-Phishing Toolbar

Most popular Internet browsers can be customized with anti-phishing toolbars. Such toolbars
run quick checks on the sites that you are visiting and compare them to lists of known phishing
web sites. If we stumble upon a malicious site, the toolbar will alert you about it. This is just one
more layer of protection against phishing attacks, and it is completely free.

Verify a Site’s Security

It’s natural to be a little wary about supplying sensitive personal/financial information online.
As long as you are on a secure website, however, we shouldn’t run into any trouble. Before
submitting any data, make sure the site’s URL begins with “https” and there should be a closed
lock icon near the address bar. Check for the site’s security certificate as well. If we get a
message stating a certain website may contain malicious files, do not open the website. Never
download files from suspicious emails or websites. Even search engines may show certain links
which may lead users to a phishers webpage which offers low cost products. If the user makes
purchases at such a website, the credit card details will be accessed by phishers.

Check Your Online Accounts Regularly

If we don’t visit an online account for a while, someone could be having a field day with it. Even
if we don’t technically need to, check in with each of our online accounts on a regular basis. Get
into the habit of changing our passwords regularly too. To prevent bank phishing and credit
card phishing scams, we should personally check our statements regularly. Get monthly
statements for financial accounts and check each and every entry carefully to ensure no
fraudulent transactions have been made without our knowledge.

Keep Browser Up to Date

Security patches are released for popular browsers all the time. They are released in response to
the security loopholes that phishers and other hackers unavoidably discover and exploit. If we
typically ignore messages about updating browsers and stop. The minute an update will be

available, download and install it.
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Use Firewalls

High-quality firewalls act as buffers between user, user’s computer and outside intruders. We
should use two different kinds: a desktop firewall and a network firewall. The first option is a
type of software, and the second option is a type of hardware tools. When used together, they
drastically reduce the odds of hackers and phishers infiltrating the computer or network.

Wary of Pop-Ups

Pop-up windows often masquerade as legitimate components of a website/webpage. All too
often, though, they are phishing attempts. Many popular browsers allow us to block pop-ups;
you can allow them on a case-by-case basis. If one manages to slip through the cracks, don’t
click on the “cancel” button; such buttons often lead to phishing web sites. Instead, click the
small “x” in the upper corner of the screen’s window.

Never Give Out Personal Information

As a general rule, we should never share personal or financially sensitive information over the
Internet. This rule spans all the way back to the days of America Online network, when users
had to be warned constantly due to the success of early phishing attacks. When in doubt, go visit
the main website of the company in question, get their number and give them a call get related
information. Most phishing emails will direct our web pages where entries for financial or
personal information are required. An Internet user should never make confidential entries
through the links provided in the emails. Never send an email with sensitive information to
anyone. Make it a habit to check the address of the website. A secure website always starts with
“https”.

Use Antivirus Software

There are plenty of reasons to use antivirus software. Special signatures that are included with
antivirus software guard against known technology workarounds, tools and loopholes. Just be
sure to keep our software up to date. New definitions are added all the time because new attacks
are also being dreamed up all the time. Anti-spyware and firewall settings should be used to
prevent phishing scams and users should update the programs regularly. Firewall protection
prevents access to malicious documents by blocking the scams. Antivirus software scans every
file which comes through the Internet to our computer. It helps to prevent damage to your

system.
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“Electronic commerce means the supply of goods or services or both, including digital products

over digital or electronic network”, Section 2(44), The Central Goods and Services Tax Act, 2017,

Govt. of India.

E-commerce has been defined differently by various organisations. “E-commerce is understood

to mean the production, distribution, marketing and sale or delivery of goods and services by

electronic means,” according to WTO Work Programme on E-commerce (1998).

Figure 1: E-Commerce Forms and Transactions

Government Business Consumer
Government G2G G2B G2C

e.g. co-ordination e.g. information e.g. information
Business B2G B2B B2C

e.g. procurement e.g. trade e.g. trade
Consumer C2G C2B c2C

e.g. tax compliance e.g. price comparison e.g. auction market

Source: Coppel (2000)4

2. E-COMMERCE SECTOR IN INDIA:

“The e-commerce market in India has grown at a compound annual growth rate (CAGR) of 30

per cent between December 2011 and December 2016. It is estimated to reach INR 220,330 crore

by December 2017”, Digital Commerce Report 2016.In 2016, 56.37 per cent e-commerce market

was covered by travel sector while remaining 43.63 was covered by non- travel sectors, such as

e-tail (35.45 per cent), utility services (3.72 per cent), matrimony and classified (2 per cent) and

other online services (2.45 per cent).
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Figure 2: Growth of E-commerce in India Figure 3: E-sector Index in India
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3. CHALLENGES:
Whilst there is political goodwill to foster e-commerce in India, there are still imminent
challenges impinging upon its development, such as rural penetrability, taxation,
standardisation, cyber-security, data protection, entrenchment of SME, competition regulation,
consumer protection and welfare and minimal incentives. Additionally, there is a gap in
regulations and/or policy and institutions, despite India has more liberalised e-commerce sector
as compared to other regions.
The following are the key challenges for deepening e- commerce between any two regions:
»  Difficulties in deciding and collecting custom duties,
»  Absence of proper regulatory framework for governing cross-border e-commerce and
dispute resolution,
»  High rate of cyber risk, frauds and security, for example, risk related to payment and low
penetration of debit and credit cards,
»  Difficulty in tax and regulatory compliance complemented with ambiguity on applicable
tax rates,
*  Content restriction on national security and other public policy grounds, which may affect
business in the field of information services, such as the media and entertainment sectors,
*  Change in product pricing with the change in country/region,
*  Complexities in return and exchanges, logistics and reverse logistics,
*  Inadequate knowledge and awareness among the buyers/consumers,
»  Unreliable transit duration and lack of transparency on delivery, and
»  Competition concerns in the big data and artificial intelligence era, particularly the
winner-take-all phenomenon.
3.1. Consumers’ problems ine-commerce
Data security: A consumer has to share his/her name, contact number, address,
bank details and other related information while purchasing goods or services

through e- platforms. The data is always at risk of fallingin the wronghands.
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+  Digital payments failure: The refund ofonline payments generally takes about 5-15
days if the payment process fails and the amount is deducted.

+  Manufacturing and expiry dates notknown to the consumer: While buying offline
a customer can always check the best before or the expiry date of the product,
but in case of online purchase, the consumer does not know such details.
However, the government has recently made it compulsory to show details on e-
shoppingportals.

+  Delay/fraud in delivery of the goods: The goods, purchased online, are sometimes
not delivered within the timeframe given to the customer. Additionally, either
many a times consumers are delivered stone/waste etc. instead of the good or
products falling shortof quality/size/weight etc. as compared to described on
online shoppingportal.

«  Origin of the goods is unknown: Sometimes consumers have to compromise with
qualityof the product, as the information regarding place of origin of the goods is
not displayed at e-shoppingplatforms.

+  Quality issues: Many cases have been reported where consumers have received
counterfeit or replica goods instead of the original one.

*  Return and refund policies are not clear: Due to the virtue of e-shopping, a
customer can not touch or try the product before purchase. For this companies
offer provisions to exchange or return the commodity but sometimes these
policies are not clear.

+ Dispute redressal mechanism, especially in case of cross-border exchange:
Dispute redressal is a big challenge from the consumers’ point of view as many
consumers face several ambiguities between placing an order and receiving the
final delivery. This issue becomes complex in case of cross-border exchange.

4, CONSUMER AWARENESS, PROTECTION, AND WELFARE
4.1. UNCITRAL MODEL LAW
United Nations General Assembly adopted the United Nations Commission on International

Trade Law (UNCITRAL) model on e-commerce on January 30, 1997, through a resolution.8

The UNCITRAL was used as a forum by the government to develop theuniversally acceptable
e-commerce laws. The purpose behind drafting UNCITRAL model on e-commerce was to
serve as a base document for creating a uniform international law, which could be used by
various countries while amending their own laws and practices on e-commerce. The
Information Technology Act, 2000 that facilitates e-commerce and its governance inIndia, is
based on the UNCITRAL model on e-commerce. The Act legally recognises electronic

contents, electronic records and electronictransactions.
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4.2. E-CONSUMER PROTECTION BY ORGANISATIONS

The OECD, International Chamber of Commerce (ICC), and International Consumer
Protection and Enforcement Network (ICEPEAN) are among such organisations, which have
issued specific guidelines to protect consumer rights in e-commerce. Moreover, OECD has
given some guidelines to protect consumers in online marketplace. Some of the guidelines
are as follows:

» Equal consumer protection when buying online or offline

* Disclosure of complete information to the e- consumer, which also includes the
information about the transactions

» The payment system must be secure and reliable

»  Alternate dispute resolution in the case of international trade

The International Chamber of Commerce (ICC) released ‘Guidelines on advertising and
marketing on the Internet’ in 1996. The guidelines issued by the ICC were meant to set
standards of ethical conduct to all promotional activities like marketing and advertising on
the internet with respect to consumer protection, such as meeting consumer privacy
expectations, to improve public confidence in advertising, minimise the need of
governmental legislation etc.
The ICEPEAN aims to preserve and protect the interest of consumers all over the world. It
shares information about activities taking place across borders, which might be of use to
consumers and promote their interests.
4.3. THE INDIAN LAWS AND E-COMMERCE
India has witnessed a rapid growth in e-commerce, which has resulted in number of cases
against consumer rights and welfare also. There are various existing laws, which cover e-
commerce in one or the other way. Some of the important such laws are:

» The Foreign Direct Investment (FDI) policy regulates foreign investment into the e-
commerce industry,

»  Copyright Act 1957 and Trademark Act 1999: If a seller is selling fake goods of a well-
known brand through an e-platform, the lawful brand of such goods might sue seller
under the said Acts,

* Consumer Protection Act, 1986 (COPRA): COPRA was enacted to protect the rights of
consumers. The Act provides six basic rights to the consumers viz., right to be
protected against unfair trade practices, right to be informed, right to be assured,
right to be heard, right to seek redressal against unfair trade practice and restrictive
trade practices and right to consumer education. The consumer has same rights if
purchasing goods or services through e-platforms also. The law document covers
businesses as customers,

* The Information Technology Act, 2000 (IT Act): The IT Act validates the electronic
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transactions stating: “An e-commerce transaction is legal if the offer and acceptance
are made through a reasonable mode”. The Act provides legal framework to internet
governance and it also gives recognition to digital signatures and electronic records,

* Food Safety and Standards Act, 2006 and Drugs and Cosmetics Act 1940: The e-
commerce portal can be penalised under the said Acts for selling adulterated or
prohibited goods,

* The Information Technology (Amended) Act 2008: To increase the security of e-
commerce transactions, the Act was amended in 2008. The amended Act provides for
protecting personal data under Section 43A,

* The Information Technology (Intermediaries Guidelines) Rules, 2011 state that the
intermediary must not knowingly host or publish any prohibited information and if
done, should remove them within 36 hours of its knowledge, and

* The Consumer Protection Bill, 2018 has only tabled in Lok Sabha and has to go through
several processes. It intends to replace the 31- year old Consumer Protection Act 1986
and it will cover e-commerce separately.

5. CONCLUSION
The strong contributory factor is India’s political goodwill evidenced through the formulation of
its Science Technology and Innovation Policy (STI, 2013), which creates an enabling
environment for innovations, such as digital payments, hyper-local logistics, analytics driven
customer engagement and digital advertisement. The policy has brought forth a number of
promising government initiatives like ‘Digital India’, ‘Start-up India’ and ‘Make in India’” which
have begun significantly contributing to the growth of the e-commerce.
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Introduction:

A digital signature can be thought of as a digitized mark of approval, and is equivalent to a
signature made with pen and paper. Digital signature software gives businesses the ability to
collect these legally recognized signatures with more speed and efficiency. Digital signatures are
easily transportable, cannot be imitated by someone else, and can be automatically time-
stamped. Furthermore, the ability to ensure that the original signed message arrived means that
the sender cannot easily repudiate it later. It is commonly used for software distribution,
financial transactions, and in other cases where it is important to detect forgery or tampering.
Digital signatures play a vital role in the organizations since this technology enables the
businesses to reduce the human errors, ultimately minimizes the paper work.!

Digital signatures enable the businesses to manage their monetary subsidiary and cost of paper
work. In addition, these signatures help the companies in proving that they are utilizing the
green policies and ecofriendly procedures by cutting back the use of paper. This vast technology
even reduces the time consumed in sending numerous emails and documents, since the entire
work is entitled in few moments. The corporations prove their sharp time management skills
through this technology. As organizations move away from paper documents with ink
signatures or authenticity stamps, digital signatures can provide added assurances of the
evidence to provenance, identity, and status of an electronic document as well as
acknowledging informed consent and approval by a signatory.?

Digital signature:

Just the role the ‘stamps’, ‘seal’ or ‘signature’ play in traditional system to create the
authentication of paper document, the digital signature plays the role to authenticate the
electronic record. It establishes the authenticity of any electronic record which subscriber of
digital signature wants to be authenticated the electronic record by affixing his digital
signature. Digital signature in facts has two asymmetric pair of private and public key unique to
each subscriber. The private key and public key are corresponding to each other in such a way
that the electronic record encrypted with the help of any private key can be decrypted only
with the help of corresponding public key.

" http://www.abhinavjournal.com/images/Management_&_ Technology/Mar13/13.pdf
? Rohas Nagpal, President, Asian School of Cyber Laws, Simple Guide to Digital Signatures, E-book.
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This digital signature creates digital ID for the subscriber holding digital signature certificate.
This certificate is issued by Controller of Certifying Authority after due verification and
adopting procedure. This certificate contains basic information about the person holding it.
The information such as, the name, public key, place of working, date of issuance, date of expiry
of the certificate and name of the Certification Authority. The certificate is also publicly made
available through the directories or public folders on Web Pages. The law specifically made it
clear that Controller will act as a repository for all Digital Signature Certificates issues under the
Act and maintain a computerized database of all public keys in such a manner that such
database and the public keys are available to any member of the public.'

Meaning of Digital Signature:

A person's name written in a distinctive way as a form of identification in authorizing a Cheque
or document or concluding a letter: ‘the signature of a senior manager’*

Definition of Digital Signature:

A digital signature is a mathematical technique used to validate the authenticity and integrity of
a message, software or digital document. The digital equivalent of a handwritten signature or
stamped seal, a digital signature offers far more inherent security, and it is intended to solve the
problem of tampering and impersonation in digital communications®.

Binary code that, like a handwritten signature, authenticates and executes a document and
identifies the signatory. A digital signature is practically impossible to forge and cannot be sent
by itself but only as a part of an electronic document or message. In the US, electronic
confirmation of signatures is legally acceptable from October 1, 2000 under the 'Electronic
Signatures in Global and National Commerce Act' (also called 'E-sign Act'). The act gives full
legal weight to electronic technologies that ensure authentication, confidentiality, data
integrity, and non-repudiation, and directs courts to consider the electronic records on the
same legal footing as the paper records.*

What are digital signatures?

Digital signatures are like electronic “fingerprints.” In the form of a coded message, the digital
signature securely associates a signer with a document in a recorded transaction. Digital
signatures use a standard, accepted format, called Public Key Infrastructure (PKI), to provide the
highest levels of security and universal acceptance. They are a specific signature technology
implementation of electronic signature (e Signature)®.

History of Digital Signature:

'S 20 of the Information Technology Act,

* https://en.oxforddictionaries.com/definition/signature
*https://searchsecurity.techtarget.com/definition/digital-signature

* Read more: http://www.businessdictionary.com/definition/digital-signature.html

> https://www.docusign.com/how-it-works/electronic-signature/digital-signature/digital-signature-faq
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Many people are under the false impression that digital signature technology is some new;the
truth is that digital signatures have been around for decades, and they are gaining popularity in
the mainstream.

Here are some of the milestones in the history of digital signature technology':

1976: Whitfield Diffie and Martin Hellman first described the idea of a digital signature
scheme,but they only theorized that such schemes existed

1977: Ronald Rivest, Adi Shamir and Len Adleman invented the RSA algorithm, which could be
used to produce a kind of primitive digital signature

1988: Lotus Notes 1.0, which used the RSA algorithm, became the first widely marketed software
package to offer digital signatures

1999: The ability to embed digital signatures into documents is added to PDF format

2000: The ESIGN Act makes digital signatures legally binding

2002: SIGNiX is founded and becomes the most broadly used cloud-based digital signature
software.

2008: The PDF file format becomes an open standard to the International Organization for
Standardization (ISO) as ISO 32000. Includes digital signatures as integral part of format.

Today, digital signatures are well established as the most trusted way to get documents signed
online. Unlike the original digital signature technology, today’s digital signatures are easy to use
and can be created using any computer with an Internet connection.

A digital signature scheme consists of three algorithms:

1. A key generation algorithm that selects a private key uniformly at random from a set of

possible private keys. The algorithm outputs the private key and a corresponding public

key.
2. A signing algo